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Executive summary: The weaponization of chemicals and biological agents have
higher mortality rates and demoralizing effects than conventional weapons, and thus
considered weapons of mass destruction (WMD). Since World War |, the use of chemical
warfare has dominated the international stage. Multiple countries have conducted
extensive biological R&D and acquired an advanced capability, however aside from
toxins, there has been less actual deployment of biological weapons. Nevertheless,
recent advances in biotechnology allow for more advanced weaponization of biological
agents. After the proliferation and use of these unconventional weapons globally, the
international community started to acknowledge the inhumane and demoralizing
effects of themand asaresult, security apparatuses to prevent proliferation and prohibit
the use of them through international agreements, conventions and organizations.
History shows that countries have violated international agreements. Countries with
an extensive chemical and biological infrastructure, are considered potential actors to
weaponize these materials, as many equipment, supplies, and facilities care considered
dual-use in which they can be used for both peaceful and military purposes. Additionally,
major difficulties arise in the verifying the use of these weapons and attributing blame
as confirmation of allegations often takes time. Nevertheless, it is important to monitor
countries who are likely to have capability and intentions to use these weapons such as
Russia, Syria, North Korea, China and Iran.
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Introduction

The current threat of chemical and biological warfare can be examined
by first assessing countries that have or are seeking a chemical and bio-
logical weapons capability. Among the countries who have the capability,
assessing the intention of countries and willingness to use these weapons
in relation to their strategic objectives will help elucidate this particular
threat. Additionally, the status and advancements of the biotechnology
industry and each countries’ infrastructure, the existing defense meas-
ures against current chemical and biological agents, and the effectiveness
of the Conventions and the Australia Group (AG) also contribute to the
assessment of this threat.

Biological warfare agents are deliberately released microorganisms or
microorganism-based toxins, that cause diseases in humans, animals or
plants*°, A majority of biological agents that are used in warfare cause
similar or indistinguishable conditions/symptoms from those of naturally
occurring diseases, contributing to the difficulty of identifying a biological
attack. The Center for Disease Control and Prevention (CDC) has separat-
ed biological agents into three categories based on its ease of dissemina-
tion and its mortality rate**!. Despite the plethora of naturally occurring
bacteria, viruses and toxins, only a small number of these are effective as
weapons in a military context. The utility of an agent is based on the ease
of production, stability of the agent in storage and in weapon devices, and
the infectivity or toxicity**2.

Chemical warfare agents are man-made, chemical substances that are
deliberately used in order to cause major harm, incapacitate, or kill by
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its physiological effects**. Toxic substances have been characterized as
chemical warfare agents based on characteristics such as high potency,
high toxicity, and persistency***. Whether an agent is persistent or non-
persistent is directly related to the volatility of the agent, in that agents
with high volatility evaporate and disperse more rapidly*** The main cat-
egories of chemical agents are nerve agents, vesicants, choking agents,
blood agents, and riot-control agents (incapacitants)**® 447, Nerve agents
affect the functionality of the human nervous system by inhibiting the
enzyme acetylcholinesterase (AChE). Vesicants are agents that produce
blisters (vesicles) on the skin in addition to potential effects on the upper
respiratory tract and the eyes**. Blood agents disrupt the typical pro-
cesses of our body tissues’ oxygen consumption and inhibit particular en-
zymes**®. Choking agents primarily cause damage to the respiratory tract,
particularly the lungs, and asphyxiation**°. Riot control agents cause inca-
pacitation by irritating the eyes and upper respiratory tract but they do
not have permanent effects*'. Chemical warfare agents are also found
in the civilian sector as these chemicals are used industrially and manu-
factured for other peaceful purposes, and thus giving an opportunity for
countries to effectively conceal harmful intent.
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History of Biological and Chemical Weapons

Although toxic chemical substances and bacteria/viruses have been weap-
onized for a long time, chemical and biological warfare between countries
during World War | was a catalyst for the modern development and knowl-
edge of these weapons. Table 1 expresses the presence of chemical or
biological warfare in major international conflict. This table does not cover
all conflicts or other isolated instances of chemical/biological weapon use.
Throughout the assessment of chemical and biological warfare attacks, it
can be difficult to confirm whether the malign effects were due to a nat-
ural or a deliberate source. Therefore, the term ‘alleged’ expresses that
there is not absolute certainty that it was a chemical or biological weapon
but there is either substantial or sufficient evidence to believe so.

Table 1. Chemical and Biological Weapon Presence in Major International Conflict

Validity
Conflict Description Aggressor: Agent Impact of Agent (Alleged or
Confirmed)
World After the assassination | e German: chlorine ¢ 1 million out Confirmed
War [452 of Archduke Franz Fer- gas, phosgene, of 26 million
dinand, Austria decla- diphosgene, casualties suffered
red war on Serbia. Due chloropicrin by all nations were
to alliances, Austria- e British: chlorine from gas
-Hungary, Germany and | ¢ French: chlorine,
Italy (the Triple Alliance) hydrogen cyanide,
opposed Great Britain, cyanogen chloride,
France, and Russia (the mustard
Triple Entente)
Italian- Benito Mussolini o Italy: sulphur o Effective due to Confirmed
-Ethiopian launched invasion of mustard bombs Ethiopian soldier’s
War 193543 | Ethiopia and sprayed from open military
airplane tanks uniform
e Strategic effect on
Italy’s success and
demoralizing
Ethiopian forces

452 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and
Biological Warfare, 1997.

453 Lina Grip and John Hart. The use of chemical weapnos in the 1935-36 Italo-Ethiopian War. SI-
PRI Arms Control and Non-proliferation Programme, October 2009. Accessed August 8, 2020. https://
www.sipri.org/sites/default/files/Italo-Ethiopian-war.pdf.
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Sino- During Japan’s large- * Japan: vomiting ¢ Helped achieve Confirmed
-Japanese -scale invasion of China, agents, military objectives
war 1937%* | the Japanese deployed blistering agents e Japan’s Unit 731
chemical weapons e -Japan: biological experiments are
and used bioagents in agents used in considered a war
experiments on Chinese experiments with crime
prisoners of war Unit 731
Vietnam Conflict between com- | US: Agent Orange ¢ Immediate Confirmed
War#> munist North Vietnam | (tactical herbicide) environmental
and South Vietnam and | Vietnam: herbicides effects/destroy food
their allies supply
* Long-term health
problems for
Vietnamese people
and US Veterans
Egyptinte- Egyptian military Egypt: mustard gas, e Egyptian Presi- Confirmed
rvention in support of the revolu- | tear gas (CN), phosgene dent Gamal Abdel
Yemeni civil | tionists that overthrew | asphyxiant Nasser’s military gas
war 1963%%¢ | Yemen’s monarch, bombings allowed
Imam Muhammad free reign in Yemen
al-Badr
Irag-Iran Iraq invaded Iran Iraq: mixture of ¢ Significant element | Confirmed
War*’ mustard gas and nerve for Iraq in achieving
agent tabun tactical battlefield
Iran: cyanide objectives
Persian Gulf | Iraqinvasion of Kuwait. | No use of unconven- Persian Gulf War Alleged
War#s8 Coalition member tional weapons within | syndrome — US soldiers
countries involvement. | the war. who were deployed
After the war: Khami- | experienced wide
siyah Pit nerve agent ranging symptoms
release at low levels
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Validity
Conflict Description Aggressor: Agent Impact of Agent (Alleged or
Confirmed)
Soviet Union | Soviet Union provided |e Soviet backed Lao o Effective way to Alleged but
in Afghani- chemical warfare and Vietnamese demoralize and fight | Substantive
stan/ agents to forces in forces: trichothece- the resistance Evidence
Southeast Laos, Kampuchea, ne mycotoxins of anti-government | (Yellow rain
Asia®® Afghanistan ¢ Soviet forces forces contro-
in Afghanistan: versy)
lethal and nonlethal
agents
Syrian Civil President Bashar Syrian government: ¢ Large number of Confirmed
War#60 al-Assad fight against | chlorine, sarin civilian casualties
the insurgency,
coalition efforts to
defeat Islamic State

The table shows a tendency for state actors to use chemical weapons rath-
er than biological weapon use in warfare, aside from Soviet-supplemented
toxins in Laos and Vietnam. This trend indicates that the development and
exploitation of chemical weapons occurred much faster in comparison to
biological weapons. Moreover, during the Persian Gulf War, Iraq did not
use chemical weapons against opposing forces. However, many Gulf War
veterans experienced a myriad of symptoms and conditions that have no
source or explanation. Although there is no method to definitively identify
the source of these symptoms, the Department of Defense (DoD) has con-
cluded that these veterans might have been exposed to low-levels of nerve
agents due to the demolition of chemical agents in Khamisiyah?®62,

459 Alexander M. Haig. “Chemical Warfare in Southeast Asia and Afghanistan”. United States De-
partment of State, 1982. Accessed August 11, 2020. https://www.cia.gov/library/readingroom/docs/
CIA-RDP97M00248R000500010018-6.pdf.
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weapons.asp.
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During WWI, Germans attempted to spread diseases such as anthrax,
cholera and glanders in animals, but the attempts proved unsuccessful®®?,
Around the time of World War I, many countries were arguing over dis-
puted claims of experimentation with biological warfare agents. Many
of these allegations deal with Japanese use of biological agents against
the Soviet Union and China®3. Although not used in combat, during the
entirety of WWII, Japan conducted extensive biological warfare experi-
ments in multiple facilities, collectively known as Unit 731, in which thou-
sands of prisoners of war were experimented on with biological agents*¢*.
Germany also conducted similar experiments on prisoners, but they di-
verged from Unit 731’s great brutality*®>. The Japanese biological weapon
research included agents causing plague, typhoid and typhus?*®. Although
many allegations of biological weapon use existed during that time, a ma-
jority of them lacked sufficient scientific evidence to support it. Allegations
involved countries with a biological weapon capability such as Great Brit-
ain, U.S., Germany and North Korea*®’.

In 1979, a Soviet Union facility that was openly used for industrial pur-
poses, exploded and accidentally released anthrax, raising suspicion on
previous Soviet claims of halting their offensive biological weapons pro-
gram in the 1960s%®, By 1989, it was revealed that an extensive biological
warfare program, named Biopreparat, had been operating since 1973%°,

462 Frischknecht, Friedrich. “The history of biological warfare”. EMBO Rep, June 2003: S47-S52.
doi: 10.1038/sj.embor.embor849.

463 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and
Biological Warfare, 1997.

464 Howard Brody et al. “U.S. responses to Japanese wartime inhuman experimentation after
World War II”. Camb Q Healthc Ethics, April 2014: 220-230. doi: 10.1017/5S0963180113000753.
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468 Sahl, Jason W. et al. “A Bacillus anthracis Genome Sequence from the Sverdlovsk 1979 Autopsy
Specimens. Accessed August 12, 2020. https://mbio.asm.org/content/7/5/e01501-16.

469 Hoffman, David E. “Cracking open the Soviet biological weapons system, 1990”. The National
Security Archive, 2009. Accessed August 12, 2020. https://nsarchive2.gwu.edu/NSAEBB/NSAEBB315/
index.htm.
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Soviet leaders initially attributed the anthrax outbreak to the ingestion of
contaminated animal products until admitting its sinister background in
1992. The Soviet Union also provided technology to the Bulgarian state
security in 1978 to aid in an assassination attempt of Georgi Markov, with
a pellet that contained toxin ricin®’°. Moreover, although Saddam Hussein
did not use biological or chemical weapons in the Persian Gulf War, Iraq
had an extensive offensive biological warfare capability*’*.

Conventions/Treaties and their Effectiveness

The use of chemical and biological weapons instigated international out-
cry in many instances due to their high communicability, high mortality,
and demoralizing impact on troops. Therefore, after repeated major use in
international conflict, various methods were implemented to control and
monitor the production and use of chemical and biological weapons.

The “Protocol for the Prohibition of the Use in War of Asphyxiating, Poison-
ous or Other Gases, and of Bacteriological Methods of Warfare”, known as
the 1925 Geneva Protocol, was the first major international treaty that
prohibits the use of chemical and biological weapons. Due to the large
chemical use in World War |, the prohibition was initially addressed only
for the use of toxic gases in war but was later extended to the use of “bac-
teriological methods of warfare”4’2. The progression reflects the increased
prominence of chemical warfare over biological warfare in history. Iraq
violated the protocol during the Gulf War, and ltaly violated it during the
Italian-Ethiopian War, suggesting the treaty’s ineffectiveness®’3,

470 Nehring, Christopher. “Umbrella or pen? The murder of Georgi Markov. New facts and old
questions”. Journal of Intelligence History, February 2016: 47-58. https://doi.org/10.1080/16161262
.2016.1258248.

471 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and
Biological Warfare, 1997.

472 Bureau of International Security and Nonproliferation. Protocol for the Prohibition of the Use
in War of Asphyxiating, Poisonous or Other Gases, and of Bacteriological Methods of Warfare (Geneva
Protocol), June 1925. Accessed August 13, 2020. https://2009-2017.state.gov/t/isn/4784.htmittreaty.

473 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and Biologi-
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To complement the Geneva Protocol, along with the increased research
and development of biological weapons during World War 1I, the 1972
“Convention on the Prohibition of the Development, Production, and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on
their Destruction”, or the Biological Weapons Convention (BWC), went
into effect in March 1975474, Parties within the Convention are prohib-
ited from developing any biological agents or toxins in quantities beyond
peaceful or civilian uses. The treaty also addresses that members should
not aid anyone to produce these agents. The effectiveness of this con-
vention is questioned due to the lack of verification methods to assure
that countries are following the convention’s principles and the lack of
compliance of certain countries (such as the Soviet Union)*’>. The Con-
vention on the Prohibition of the Development, Production, Stockpiling,
and Use of Chemical Weapons and on their Destruction, known as the
1993 Chemical Weapons Convention (CWC), is a treaty that prohibits de-
veloping, transferring, and use of chemical weapons®’®. The Organization
for the Prohibition of Chemical Weapons (OPCW) implements the prin-
ciples stated in the treaty and assesses members related activities and
declarations. Due to the OPCW, the proliferation of chemical weapon use
is likely more contained.

After the discovery of Biopreparat and Russia’s ability to keep it hidden for
a long time, Russia agreed to a Trilateral Agreement with the US and UK in
order to quell fear and worries about Russia’s dishonesty with dismantling
its biological weapons programs*’”. However, Russia has failed to maintain
this agreement, thus little concrete information exists about their current

474 U.S. Department of State. “Biological Weapons Convention”. Accessed August 13, 2020. htt-
ps://www.state.gov/biological-weapons-convention/.

475 Rissanen, Jenni. “The Biological Weapons Convention”. Nuclear Threat Initiative, March 2003.
Accessed August 13, 2020. https://www.nti.org/analysis/articles/biological-weapons-convention/.

476 Kimball, Daryl G. “The Chemical Weapons Convention (CWC) at a Glance”. Arms Control As-
sociation, April 2020. Accessed August 13, 2020. https://www.armscontrol.org/factsheets/cwcglance.

477 Moodie, Michael. “The Soviet Union, Russia, and the Biological and Toxin Weapons Conven-
tion”. The Nonproliferation Review/Spring 2001, Accessed August 13, 2020. https://www.nonprolifera-
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biological related facilities and organizations*’8. Due to the discovery that
the international chemical industry largely contributed to Iran’s chemical
warfare program (implemented in the Iran-Iraq war), The Australia Group
(AG) was established in 1985 as an informal group of countries aimed to
enforce export controls to prevent the proliferation of chemical and bio-
logical weapons*’®. The organization has a list of items to monitor includ-
ing chemical weapon precursors, dual-use equipment for both types of
weapons, and biological agents/organisms*,

The discovery of these two countries maintaining their offensive capabili-
ties proves that these conventions and agreements have not been suc-
cessful in completely deterring the use of these weapons, of which is also
partly due to the fact that some countries in the world have never signed
the agreement. The international community must work together to iden-
tify those violating the agreements and condemning or punishing those
that use chemical and biological weapons.

Biological and Chemical Agents and Their Defense

Main Chemical Agents*8*

Nerve Agents: Tabun (GA), Sarin (GB), Soman (GD)

Vesicants: sulfur mustard, lewisites

Blood agents: Hydrogen cyanide (HCN), cyanogen chloride (CNCI)
Choking agents: Chlorine, phosgene

Incapacitating: BZ (3-quinuclidinyl benzilate)

478 Zilinskas, Raymond A. “The Soviet Biological Weapons Program and Its Legacy in Today’s Russia”.
National Defense University, July 2016. Accessed August 14, 2020. https://inss.ndu.edu/Portals/68/
Documents/occasional/cswmd/CSWMD_OccasionalPaper-11.pdf?ver=2016-07-18-144946-743.

473 Nuclear Threat Initiative. “Australia Group (GA)”. Accessed August 14, 2020. https://www.nti.
org/learn/treaties-and-regimes/australia-group-ag/.
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Main Biological Agents®*8?

Bacillus anthracis (anthrax), Yersinia pestis (plague),
Bacteria: Francisella tularensis (tularemia), Brucella species (brucello-
sis) Coxiella burnetti (Q fever)

Variola virus (smallpox), Equine encephalitis viruses,

Viruses: . .
virus-based hemorrhagic fevers

Staphylococcal enterotoxin B, Ricin, Botulinum toxins,

Toxins: . }
Trichothecene mycotoxins

The Impact of the Biotechnology Industry

Due to the fact nearly all of the information, research facilities, and equip-
ment/supplies necessary for biological weapons are also used in peaceful
and civilian interests, countries with advanced biotechnology sectors have
the potential to discreetly develop advanced biological weapon capabil-
ity*®3. However not only do advancements in biotechnology provide great-
er opportunity for more lethal weapons, but it also allows advancements
in defense countermeasure programs for these weapons.

After the mid-1970s, scientists began mastering the use of biotechnology
and the manipulation of DNA to the extent to which the scientific commu-
nity acquired the ability to sequence the entire human genome*®. Follow-
ing the natural progression cycle of new products, biotechnology started to
become commercialized and has grown into a vast industry. The increased
availability of biotechnology and advancements in knowledge in the indus-
try also simultaneously increases the likelihood of this technology landing
in the hands of a person with malevolent intentions. For example, through
various experiments with these technologies, humans have gained the

482 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and
Biological Warfare, 1997.

483 Zilinskas, Raymond A. “Second-Tier Suppliers of Biological Warfare Technology, Equipment,
and Materials: The Potential Roles of China, India, and Cuba”. James Martin Center for Nonprolifera-
tion Studies, January 2008. Accessed August, 14, 2020. https://www.hsdl.org/?view&did=716634.

484 Gadagkar, Raghavendra. “Chapter: 4 The Biotechnology Revolution: Exploring New Territory
Together”. Sciences Engineering Medicine, 2016. Accessed August 14, 2020. https://www.nap.edu/
read/21810/chapter/7.
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ability to purposefully make pathogens more severe (virulent)*>, General-
ly, understanding the capabilities offered by biotechnology to manipulate
genes is important to help prepare for the different ways adversaries might
enhance biological agents to cause more harm or defy current defense
mechanisms.

Existing Defense Measures

The existence of effective and available medical countermeasures could
potentially serve as a deterrent to use these weapons, in which the dif-
ficulties to stabilize and deploy the weapons is not worth the potential
of an ineffective outcome. A defense capability against chemicals and
toxins exist through physical countermeasures such as protective masks
and clothing, decontamination, and vaccines*®®. Additionally, detec-
tion systems for chemical and biological agents exist such as handheld
devices, bio surveillance and wide-area detection which immensely in-
crease the likelihood for soldiers to avoid casualties*®’. Defense against
an attack with these weapons is more effective when there is awareness
of enemy intentions, training with the equipment, and sufficient amounts
of equipment*®. Although defense measures against these weapons
exist, it is often hard to decipher an actors’ intentions and the extent
of their capability.

485 Raghavendra Gadagkar, “Chapter: 4 The Biotechnology Revolution: Exploring New Territory
Together”.

48 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and
Biological Warfare, 1997.

487 United States Air Force Center for Unconventional Weapons Studies. Chemical and Biologi-
cal Warfare Overview. Accessed August 14, 2020. https://www.airuniversity.af.edu/Portals/10/CSDS/
Books/cbwprimer2015.pdf.
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State Actors with Capability/Intentions

Russia

Due to the use of chemical weapons during World War |, the government
in the former Soviet Union focused on growing a chemical industry for
military and civilian purposes. By the late 1920Q’s, leaders such as Yakov
M. Fishman were focused on pursuing a biological capability*®. After the
creation of the first biological weapon laboratory called the Scientific Re-
search Institute of Health led by Nikolay N. Ginsburg, many others were
established to research other infectious diseases and develop vaccines
against such diseases*®. By World War I, the Soviet Union’s offensive
biological weapons programs was vast. Despite the United States’ public
dismantling of its offensive biological weapons program in 1969, and the
Soviet’s signing of the Biological Weapons Convention in 1972, the Soviet
Union’s offensive biological weapons programs continued—its existence
was only disclosed publicly in 1989%1, The undisclosed nature of the So-
viet’s biological weapons capability was likely a part of the very reason
why the Soviet’s continued maintaining and advancing it, as it would serve
as a major surprise in a potential future scenario. Thus, the Soviet Union
had an extensive biotechnology industry intended to weaponize biological
agents, often masked as civilian institutions such as Biopreparat*®.

Although Russia’s former president Boris Yeltsin admitted the Soviet’s vio-
lation of the Biological Weapons Convention throughout the Cold War in
1992, the current Russian president, Vladimir Putin, has reasserted that
the Soviet offensive biological warfare capability never existed*®3. Putin’s
denial of the Soviet program suggests that Russia’s current leaders also

489 Raymond A Zilinskas, “The Soviet Biological Weapons Program and Its Legacy in Today’s Russia”.
490 1hid.
491 Ibid.
492 |bid.

493 Trakimavicius, Lukas. “Is Russia Violating the Biological Weapons Convention”. Atlantic Council,
May 2018. https://www.atlanticcouncil.org/blogs/new-atlanticist/is-russia-violating-the-biological-
weapons-convention/.
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have a tendency to conceal the truth. After the failure of the Trilateral
agreement between Russia, the U.S. and the U.K. in 1992, whether the
Soviet program was actually dismantled, in which all pathogens have been
destroyed, is unclear. Given a long history of secrecy and extensive capabil-
ity, it is likely that Russia inherited much of the knowledge and weapons of
the previous Soviet biological warfare program.

According to a 2012 article by Vladimir Putin in the Rossiiskaya Gazeta,
Russia’s military will develop weapons systems “based on new principles
such as beam, geophysical, wave, genetic, psychophysical and other tech-
nology”, proving that there is an interest in unconventional warfare weap-
ons and tactics to achieve their strategic goals*®*. Particularly, President
Putin’s eagerness to create new weapons based on ‘genetic’ principles
flashes warning signs of the production of biological weapons in violation
of the BWC. Additionally, there has been no indication that Russia has re-
duced its biological facilities that were previously used for the Soviet of-
fensive capability*®®. Therefore, although not proven, it is reasonable to
assess that Russia likely has the ability to maintain an offensive biological
weapons program and will be willing to use biological weapons in future
war scenarios, if given the correct opportunity.

Regarding chemical weapons, Russia’s production of chemical agents and
weapons was the most extensive during World War 1146, However, after
becoming a member of the 1993 Chemical Weapons Convention, Russia
committed to destroy all its declared chemical weapon stockpiles*®’. By Oc-
tober 2017, the OPCW declared that Russia had destroyed 39,967 metric
tons of chemical weapons, which serves as 96.3 percent of its stockpiles*®.

4% pytin, Vladimir. “Being strong: National security guarantees for Russia”. Rossiiskaya Gazeta,
February 2012. Accessed August 15, 2020. http://archive.premier.gov.ru/eng/events/news/18185/.

4% Raymond A Zilinskas, “Second-Tier Suppliers of Biological Warfare Technology, Equipment, and
Materials: The Potential Roles of China, India, and Cuba”.

4% Federation of American Scientists. “Chemical Weapons”. Accessed August 15, 2020. https://
fas.org/nuke/guide/russia/cbw/cw.htm.

497 bid.

4% OPCW News. “OPCW Marks Completion of Destruction of Russian Chemical Weapons Stock-
pile”. October 2017. Accessed August 15, 2020. https://www.opcw.org/media-centre/news/2017/10/
opcw-marks-completion-destruction-russian-chemical-weapons-stockpile.
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However, in 2018, Russia used the nerve agent Novichok to attempt to
assassinate a former Russian spy Sergei Skripal, demonstrating their vio-
lation of the CWC*°, Therefore, it is uncertain whether Russia has truly
dismantled their chemical weapon capability.

Syria

Syria focused on developing a chemical weapons program primarily due to
the military aggression of Israel in the Middle East, exemplified in Israel’s
invasion of Lebanon in 1982°%°, Syria’s chemical weapon capability serves
as a deterrent tactic against the Israeli threat and provides a method to
counterbalance the disparity between their militaries. Evidence exists that
suggest that the Soviet Union and other countries aided in the develop-
ment of their capability>°. Official U.S. assessments in 2013 indicated that
Syria had 1,000 metrics tons of chemical agent stockpiles that consisted of
mustard, sarin, and VX nerve agents°®. Due to the violence of the Syrian
civil war starting in 2011, there have been many alleged chemical attacks
between 2012-2013°%. However, most of the early alleged incidences
had low casualties, contrasting from the confirmed, large chemical attack
against Ghouta using the sarin nerve agent®%. Therefore, Syria is an exam-
ple of a country in which the existence of their chemical weapons capabil-
ity is rooted out of defense against aggressors (in the Middle East), yet
they have been exercising it offensively without a “first-use’ from another
country. Although the Syrian government used these agents against their
own civilian population and not against another country, this type of war-
fare in general is unacceptable.

4% Coats, Daniel R. Worldwide Threat Assessment of the US Intelligence Community, Senate Select
Committee on Intelligence, January 2019. Accessed August 15, 2020. https://www.dni.gov/files/ODNI/
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Due to pressure from the U.S., Syria acceded to the Chemical Weapons
Convention and thereby committed to destroying its chemical weapons
stockpiles. Despite the fact that the OPCW declaration of the destruction
of all of Syria’s declared chemical weapon stockpiles in 2015, there have
been alleged Syrian military use of agents in 2016 and 2017°%>, There-
fore, despite efforts from the international community, Syria has the ca-
pability and intent to use chemical weapons. Contrastingly, little informa-
tion exists about Syria potentially having a biological weapons capability.

North Korea

North Korea’s potential chemical and biological warfare capabilities
have been disputed due to the fact that very little information is known
about their programs or intentions, if any exist®%®. However, there is
reason to believe that North Korea has a chemical weapons capabil-
ity contrasting from their biological weapons capability, which remains
largely unknown or unconfirmed. Recently in 2017, North Korea sup-
ported the murder of Kim Jong-Un’s half-brother Kim Jong-Nam, with
a form of VX nerve agent in an airport in Malaysia®?’. The fact that this
assassination was in a public place such as an airport, indicates that
the North Korea wanted a large audience to witness the assassination.
Based on this incident, North Korea might have some sort of chemical
weapons capability or knowledge about agents and is willing to use it
to complete strategic objectives.

Based on the technical knowledge to develop its nuclear missile pro-
grams, it is possible for North Korea to create these other unconven-
tional weapons®%. Additionally, North Korea has a sufficient biotechnol-
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ogy industry in order to maintain a biological weapons capability>®. For
example, the Pyongyang Bio-technical Institute, a pesticide production
facility, has been scrutinized as a possible dual-use facility>'°. Although
this facility is operating under peaceful purposes, it is important to ac-
knowledge that there is potential for biological weapon weapons to
be produced there. South Korea’s 2015 White Paper’s have stated that
North Korea has over thirteen types of biological agents and the capabil-
ity to weaponize them>!!, These claims have not been substantiated by
other sources, but the lack of confirmation of this information should
not invite complacency by assuming that North Korea does not possess
a capability. The international community should at least imagine the
worst-case scenario and assess how to best prepare for such a scenario.

China

China’s biological weapon’s research and development activities abide by
the Biological Weapons Convention, because it is ostensibly intended for
defensive purposes®?. Although China had created an active offensive
biological weapons program in the mid 1970s, China became a member
of the BWC in 1984.

However, suspicion of the existence of a Chinese offensive biological weap-
on program grew after assessing that the Chinese military controlled a few
of the biological research centers intended for civilian purposes in 199313,

509 Coats, Daniel R. Worldwide Threat Assessment of the US Intelligence Community, Senate Se-
lect Committee on Intelligence, February 2018. Accessed August 16, 2020. https://www.dni.gov/files/
documents/Newsroom/Testimonies/2018-ATA---Unclassified-SSCl.pdf.

510 Kim, Hyun-Kyung, Elizabeth Philipp, and Hattie Chung. “North Korea'’s Biological Weapons Pro-
gram: The Known and Unknown. HARVARD Kennedy School, Belfer Center for Science and International
Affairs, October 2017. https://www.belfercenter.org/sites/default/files/2017-10/North%20Korea%20
Biological%20Weapons%20Program.pdf.

511 Hyun-Kyung Kim, Elizabeth Philipp, and Hattie Chung. “North Korea’s Biological Weapons
Program: The Known and Unknown.

512 shoham, Dany. “China’s Biological Warfare Programme: An Integrative Study with Special Ref-

erence to Biological Weapons Capabilities”. Journal of Defence Studies, 2015: 131-156. Accessed Au-
gust 16, 2020. https://idsa.in/system/files/jds/jds_9_2_2015_DanyShoham.pdf.

513 Dany Shoham, “China’s Biological Warfare Programme: An Integrative Study with Special
Reference to Biological Weapons Capabilities”.



142 6. Threat Assessment of Chemical and Biological Warfare

Additionally, a major facility for researching biotechnology and genetic en-
gineering stopped publishing information in 2001 yet remained active as
a facility®'*. These activities suggest that China is trying to keep portions of
their biological research/defense programs secretive. Based on the pletho-
ra of facilities that research biological products and other related activities
that reside in China, and specifically those that are affiliated with the PLA
or government-based defense organizations, China has the capability nec-
essary to mass produce biological weapons and create an advanced offen-
sive biological warfare program®%°. China’s massive biotechnology industry
and infrastructure allows opportunity for the creation of a biological weap-
ons capability that could be hidden from the international community due
to the fact that facilities and research can be considered dual-use. Despite
China’s ability to obtain the weapons capability, China is likely to be cau-
tious in using them in an international conflict as they hold status of major
global power in the international community. However, based on history,
China has no issue with violating human rights and going great lengths in
order to reach their strategic goals.

After adhering to the CWC principles and dismantling their offensive chemi-
cal weapon capability, China has officially stated that they continue a chemi-
cal warfare program for defensive and protection purposes®®. Instead of
participating in the AG, China has attempted to develop and implement its
own export controls for chemical weapons, but implementation and rein-
forcement of this domestically run program has proven difficult>!’. The fact
that China’s export controls is not under supervision of an outside source
allows these activities to remain ambiguous and allows public knowledge of
China’s chemical-related exports to remain controlled and small.

China’s defense programs for biological and chemical weapons requires re-
search and knowledge of agents and their weaponization/dissemination,
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thus it is plausible to assess that China could harness an advanced capabil-
ity in both areas if needed in a wartime contingency.

Iran

The Iragi chemical weapon use in the Irag-Iran War (1980-1988) prompted
Iran to develop a chemical weapons capability®*®. As Iran gained the ability
to manufacture, weaponize and deploy chemical agents during the war, it
became more difficult to identify the perpetrator of the different chemical
attacks in the war®®®. After the war, Iran claimed that its chemical weapon
program was dismantled and joined the CWC in 1997°%°. However, there
have been many allegations of Iran maintaining their chemical weapons
capability. Countries such as India and China have sold significant amounts
of chemical weapons materials to Iran and significantly advanced lIran’s
chemical weapon infrastructure®?. This prompted the U.S. to pass the Iran
Nonproliferation Act and impose sanctions on these countries. Recent U.S.
official documents express concern that Iran is not fulfilling its obligations
under the CWC by continuing to develop offensive chemical agents and
failing to declare all of its capabilities®?2.

Iran’s advanced civilian biotechnology sector has the potential use the du-
al-use supplies and equipment to contribute to offensive military purpos-
es°2. Iran has focused on researching and developing vaccines, research-
ing agricultural biotechnology and different dissemination techniques
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for plant pesticides®?*. Iran also continues to research into microbiology
and genetic engineering at health research facilities, exemplifying their ex-
pertise and knowledge in the field. Overall, the dual-use nature of these
facilities and this biological research, indicates that Iran is able to create
a biological weapons capability effectively and quickly, if they do not have
a clandestine one already.

Nonstate Actors - Biological and Chemical based
Terrorism

Terrorists have acquired and deployed biological weapons on many ac-
counts, of which primarily target civilians®?®. U.S. law enforcement pre-
vented two attempts of infection with biological agents in America, includ-
ing an attempt in 1972 by two college students in Chicago, and another
attempt by the Bhagwan Shree Rajneesh followers in Oregon®?6. The per-
petrators of these attempts show the broad spectrum of people that have
sought to use these types of weapons.

More internationally recognized cases of bioterrorism include the Russia-
sponsored Aum Shinrikyo Japanese religious group release of anthrax in
Tokyo and the 2001 anthrax infested mail attacks against news media and
US Congress®%’. Moreover, ISIS has used chemical weapons such as mus-
tard and other toxic substances in Syria and Iraqg multiple times throughout
2014-2017°%. Due to increased availability and knowledge of chemical
and biological weapons, terrorists are more likely to acquire this capability.
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Conclusion

Due to the proliferation of chemical and biological weapons and the inten-
tions of the countries that possess these capabilities, the advancements
in biotechnology and its dual-use nature of civilian and military purposes,
and the decreased effectiveness of international treaties, chemical and bi-
ological warfare poses a prominent threat to the international community
in the future. The monitoring of export controls, verifications of interna-
tional agreements, potential sanctions of transporting biological/chemical
materials, and advancing defense countermeasures will help deter coun-
tries or state actors from using these weapons.

The main countries that are underscored to either possess a biological and
chemical weapons capability or possess intent to acquire and use them,
include Russia, Syria, North Korea, China, and Iran. Although these coun-
tries have not publicly declared offensive capabilities and some of the al-
legations are not yet confirmed, the international community should not
allow the lack of information to lead to the assumption that these coun-
tries completely do not have these capabilities. Complacency is dangerous
because it increases the likelihood for a country to successfully execute
a surprise attack and induce more casualties. Instead, the lack of infor-
mation should incite the international community to continue to monitor
these countries activities and increase its efforts to find more information
about their intentions and capabilities.



