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Abstract

The aim of the article is to identificate and analyse the most important risks associated with human
functioning in the network as a member of the information society. The main research problem is
the question of what dangers threaten a human functioning in cyberspace? An analysis of the mate-
rial gathered through its examination, clarification and categorisation enables to solve the research
problem. This provides the basis for formulating the thesis that the functioning of the information
society in cyberspace includes many positive qualities, nevertheless, one should not forget about
the dangers in the form of inundation of information, mental dependence, or criminal activity.
The most important, however, is conscious and reasonable exertion of the Internet by users.
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(Nie)bezpieczenstwo funkcjonowania spoteczenstwa informacyjnego w cyber-
przestrzeni

Streszczenie

Celem artykutu jest przeprowadzenie analizy dotyczacej identyfikacji najwazniejszych zagrozen
zwigzanych z funkcjonowaniem cztowieka w sieci jako cztonka spoteczenstwa informacyjnego.
Gtownym problemem badawczym jest zatem pytanie, jakie niebezpieczenstwa zagrazaja cztowie-
kowi funkcjonujacemu w cyberprzestrzeni? Rozwigzanie problemu badawczego umozliwita analiza
zgromadzonego materiatu poprzez jego zbadanie, objasnienie i kategoryzacje. Stanowito to podsta-
we do sformutowania tezy, ze funkcjonowanie spoteczenstwa informacyjnego w cyberprzestrzeni
zawiera duzo pozytywnych cech, niemniej nie nalezy zapominac o zagrozeniach w postaci: zalewu
informacji, uzaleznienia psychicznego, dziatalnosci przestepczej. Najwazniejszym jest jednak swia-
dome i rozsadne korzystanie z Internetu przez uzytkownikow.

Stowa kluczowe: bezpieczenstwo, cyberprzestrzen, cyberspoteczenstwo, cyberzagrozenia, spote-
czenstwo informacyjne, Internet
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At the turn of the 21st century, many changes occurred in the functioning of the
economy and the state in the life of society and the individual, caused by the unexpectedly
rapid development of ICT (information and communication technologies). The turning
point was the emergence and snowballing development of the Internet, which enabled
the exchange of information on a global scale and facilitated communication. The
Internet is now an essential part of functioning in all areas of social, economic, political,
and culturallife. ICT covers most of public and private operations. It is a means of gaining
knowledge as well as a source of information. The Internet as a tool, through which
network computers interact (communicate), has enabled functioning in cyberspace,
ie. virtual space. Consequently, state borders and the public and private divide do
not constitute significant obstacles. These fundamental changes give rise to new
opportunities, challenges, risks, and security threats.

Therefore, ensuring security in the net is a major challenge for the state. The premises
that caused the formation of the information society continue to actively influence its
development. Living in an information society means, inter alia, easier access to information,
while the use of network structures promotes social activity. The functioning of the information
society in cyberspace contains a lot of positive features: the speed of information circulation
and the easiness of finding it, the convenience of using email, the possibility of creating new
forms of social life. Nevertheless, one should not forget about the dangers.

Hypothesis and research metods

Undertaking the research let sketch some problems concerning the functioning of
information society in a new area, virtual space. The aim of the research is to identify the
dangers of human functioning in cyberspace as a member of the information society.
The accomplishment of the research aim required to define the research problem: what are
the dangers to the human functioning in cyberspace? Referring to the research question,
the author formulated a research hypothesis that functioning of the information society in
cyberspace has a lot of positive features, nevertheless, it has the dangers in the form of
flooding of information, mental addiction, or criminal activity. The research methods used
in this research are: analysis, synthesis, and comparison. The used methods let verify the
determined hypothesis and accomplish the formulated research aim.

The rise of the information society

Theinformation societyis already functioning (Wegner 2020). Itis writtenand discussed
a lot by investigating its aspects and components. Various manifestations of the action
of the information society are noted. It is characterised by the undoubted possibility of
a quick and cheap circulation of information. There is also a gush of information that is
unnecessary or even simply harmful, which is problematic by inability to be verified and
defended against. Information is manipulated, even disinformation activities are carried
out with its use more and more frequently (Oleksiewicz, Krzton 2017: p. 75).
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In most definitions (Golka 2008: p. 80-81), the term “information society" is understood
as one, whose essential component remains information, which is produced, processed,
collected, communicated, and received. This is a necessary factor in its functioning.
The Internet, the computer and all devices, tools or digital technologies are the most
important areas of life and work for its members. Information as a product, a commodity,
a raw material has become the essence of modern civilisation and its lifeblood.

Pervasive competition promotes the search and sale of information, particularly the
one, which is new, relevant, and attractive. This leads to economic, political, social and
culturalchanges, the spread of which has gained an unprecedented rate so far. According
to Manuel Castells “New information technologies, changing the nature of information
processing, affect all spheres of human activity” (Castells 2007: p. 86).

The term “information society” was introduced by Tadeo Umesao in 1963 for the first time.
This concept is an attempt to generalize the display of key constituents, mechanisms of
functioning, and the hallmarks of a new phenomenon. Naturally, in the literature of the subject,
many proposals for naming this phenomenon can be found, among others, “knowledge
society” (Drucker 2002: p. 446), “network society” (Castells 2007), “third wave” (Toffler 2002).

The information society is a new kind of society. It is a society:

1) inwhich the production of information and intangible assets becomes the driving

force for formation and development (Juszczyk 2000: p. 12);

2) in which all persons are allowed free access to create, receive, share and use
information and knowledge, which contributes to their social, economic, cultural
and political development (Wrycza 2010: p. 472);

3)  which has a rich means of communication and information processing underpin-
ning the majority of national income and providing the livelihood of most people
(Pinter 2008: p. 23);

4)  in which information technology and telecommunications have an ever-increas-
ing role in all areas of social life, and in which these technologies have changed
the foundations of social structures and processes and caused huge changes in
politics, economy, culture and daily life (Karvalics 2008: p. 34).

One should agree that the information society is shaped through widespread access
to computers and the Internet and knowledge of their use. The computer and smart-
phone are the devices and technology most characteristic of the present time. However,
this rise and development of the Internet most likely was the cause of the formation of
the information society and the Internet became an inherent part of it.

People have long communicated using different networks, but only recently as a re-
sult of the use of the Internet, which is a means of communicating many with the many,
and at one time and on a global scale, have become a new value. Networks created by
the Internet are numerous integrated nodes, however, largely independent of each other,
between which information flows. Besides, they function as open structures, capable of
continuously developing and thus, connecting new nodes (Golka 2008: p. 82-83).

Personal computers (PCs) and smartphones became the most distinguishing
components characterising the information society. In modern times, they are a versatile
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and common means of contacting, connecting with other devices. The Internet is co-
created by all members of the community who use it and also those who function in the
space of its operation.

Information society influences different areas of the functioning of the person: tech-
nological, social, economic, and cultural (Wrycza 2010: p. 471):

1) technological — development of new technologies, high degree of use of mod-

ern technologies and the Internet by society;

2) social — development of means of communication, access to electronic prod-
ucts and services, creation of online communities;

3) economic — professional development through new technologies, the impact of
society on economic activity;

4) cultural — a high level of information culture, virtual reality, electronic entertainment.

The 21st century society has mostly been shaped through innovative ways of infor-
mation circulation. The contemporary process of transmitting information in a globalised
world enables it to be relatively integrated.

The information society, and primarily the Internet, contains a lot of positive features:
the transfer of many spheres of mass culture based on radio and television to the net-
work; the convenience of email, the speed of information circulation and the ease of
finding it, the ability to create new forms of social life. Nevertheless, new problems arise
in other areas: progressive alienation in work and daily functioning, inundation of informa-
tion, exacerbation of differences between rich and poor countries, mental dependence,
and mainly functional dependence on information systems (Golka 2008: p.90).

Nor should we forget about the dangers of the information society in the form of
criminal acts (Jaroszewska 2017): theft of information, intellectual property and money,
destruction of programmes and files, pedophilia and pornography, dissemination of
dangerous beliefs and ideologies, communication of criminal and terrorist organisations,
arms and drug trafficking, fraud and extortion, etc.

Tomasz Goban-Klas and Piotr Sienkiewicz assume that further development of the
information society can proceed according to the following variants (Goban-Klas, Sien-
kiewicz 1999: p. 51):

1) firstly, it can develop in economically and technologically advanced countries,

contributing to their further development in all aspects of life;

2) secondly, there may be a recourse of social and individual development precisely
as a result of the dominance of information technology;

3) thirdly, sustainability may take place with the assumption that the beneficial
effects of information technology will be exploited while remembering (and
taking into account) the negative ones;

4) fourthly, it is difficult to prejudge what further development will be, since the
effects of using technology depend on people to a small extent.

Current knowledge of the functioning of the information society is insufficient, there

are many uncertainties and gaps. A large part of what we think and write about the infor-
mation society in a short time may become out of date. We are certainly unable to predict



(In)security of the functioning of the information society in the cyberspace 89

the further shape of the development of the information society. Nevertheless, it can be
noted with great certainty that this society will have to continue and develop, because
there is no longer a retreat from it.

This is confirmed by Manuel Castells who writes, “for as long as you wish to live in
a society, here and now, you will have to deal with a network society. For we live in the
Internet Galaxy" (Castells 2003: p. 313).

Cyberspace as an area for communicating the information society

It is worth directing attention to the classical, fixed and essential understanding of the
term space (Sienkiewicz 2013: p.104):

1) first — initiated by Democritus and the Stoics and then developed by Newton, the
space was identified with a kind of place, the vacuum in which individual entities
were to be filled;

2) second — the understanding of this concept giving it an absolute dimension
is Immanuel Kant's idea of spatiality as a form of conceptual recognition of the
reality being a subject of experience;

3) third — an expression, formulated by Gottfried Wilhelm Leibniz and restored by
Albert Einstein, that linked space to material existence, that is, reality.

Many attempts to interpret or reinterpret the concept referred to as cyberspace can

be found in the literature. Piotr Sienkiewicz lists its basic grasps (Sienkiewicz 2013: p. 108):

1) cyberspace is simply the Internet, its resources and services as well as users;

2) cyberspace equates to virtual reality generated by the computer, network, and
Internet;

3) cyberspace constitutes, in essence, a social mega-network — a "network of
networks', whose individual and group participants (communities) exploit global
resources provided by the Internet (general — network);

4) cyberspace is simply an evolving dynamic complex system, and it should be
viewed first, whether its technical, informative, or social aspects are displayed.

Cyberspace is used to process, store and transmit information, and the essence of
cyberspace is to use information in a digital form. In a narrower sense, cyberspace is re-
garded as the Internet and the World Wide Web, which connect computers and provide
information exchange between people. Therefore, the Internet provides and facilitates
a global communication space for political, economic, social, and cultural activities.
Cyberspace creates a digital social space, and social media, news portals, discussion
forums, databases, etc. are used for this. In a broader sense, cyberspace is a social in-
formation space, but also an infrastructure: specialist equipment, telecommunications
devices, Internet services, multimedia, and hypertext systems.

This is supported by Dominika Dziwisz, who states that: “.cyberspace contains
the Internet and any other computer networks, for example, private networks that are
separated from the Internet. It is a hybrid of telecommunications lines, television, and
computers that converge with each other" (Dziwisz 2015: p. 37).
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One of the manifestations of the existence of “cyberspace” and at the same time,
its feature is virtuality (Unold 2015: p. 173). Virtuality blurs the difference between a real
sphere and virtualis, truth and pretence, copy and original. Virtuality should be regarded as
a potential feature of cyberspace and networking as a constitutive one, whereas given the
communication qualities, interactivity, multimediality, and hypertexticity cannot be omitted.
Afeature of virtuality is the multi-sense experience of transmission and a balanced level of
simulation owing to the technical capabilities of creating illusions. Since the beginning of
the technical possibility of virtual reality realisation, features such as simulation, interactivity,
telepresence and, above all, ‘immersion” in the artificially plotted world of events and
fiction have been exhibited.

Virtual reality connotes intrinsically with a computer equipped with special device,
which delivers deep immersion and comfortable interaction. This device completed
with adequate computer programme provides virtual impressions to the simulation
participant. The most popular devices are google of virtual reality, also called cybernetic
helmets until recently. It contributed to the fact that many people perceive virtual reality
through the prism of these devices. In some way, they become the synonym for virtual
reality (Lebiedz et al. 2018: p. 117).

Some experts of the topic propose to comprehend cyberspace with a human element
and therefore propose the following term: “cyberspace is a time-dependent set of
interconnected information systems and human users who cooperate with these systems’
(Ottis, Lorents 2010). This important complement to the understanding of cyberspace
shows that the operation of this space is possible thanks to users, that is, people.

Therefore, we can talk about the emergence of a new “cyberenvironment” of a human,
which is already becoming a digital complement to the existing environment of man, and
sometimes becomes its alternative. The concept of cybersociety emerges frequently in
literature next to the term cyberspace. Considerations on the characterisation of cyber
society are continuing and there does not seem to be any agreement reached in any
time soon, even more so as it is an interdisciplinary problem. Nevertheless, Agnieszka
Lekka-Kowalik lists three features of cybersociety (Lekka-Kowalik 2003: p. 18-19):

1) in cybersociety most activities, whether individual or social, take place on-line.
On-line activities are believed to be in some substantial respects better than
analogous actions performed off-line. Therefore, it is proposed to move more and
more activities into cyberspace. It is also believed that this transfer has, or will
have, socially positive consequences in the near future: e.g., competition between
companies will increase thanks to an increase in the ability to choose the indi-
vidual, the never-beleaguered regions will have a better chance of development,
people will be able to develop their interests, etc. having saved time, energy and
money in the course of performing vital activities. Cybersociety is therefore seen
as an environment better for human development and self-realisation;

2) cyber society is an information technology society not only because
telecommunications and information technology techniques are used in the
activities, but also because these techniques are seen as a significant production
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factor and the use of ICT as a versatile development factor. The workforce is also
mostly composed of domestic product is created within the broadly understood
IT sector,

cyber society is also an information society because information is the primary
production factor, the main commodity, and determinant of action. It is assumed
that the quantity and speed of collection, processing and transmission of
information has social positive consequences. By increasing citizens' access to
information, the formation of channels of horizontal social communication, and
the ease of organising groups of information sharing and pressure social, the
actual participation of citizens in the governance of the country will increase. The
geographical and financial barrier to human contacts will disappear, which will
promote global solidarity and understanding.

People living in an information society need to communicate with others and ex-
change information. They share information among themselves through social media.
The development and spread of social media have decisively changed the way people,
communities, and organisations communicate. Social media operates on the basis of
Web 2.0 technologies and allows users to create and exchange information content
(Slazak 2019).

The popularity of participating in the functioning of social media and its use results
from several sources (Ngai et al. 2015: p. 33):

1)

3

human behaviour at the individual level:

attributes of personality — openness, conscientiousness, extraversion, settlement
and neuroticism can develop the behavioural intentions of social media users,
acceptance of technology — observed ease of use and perception of the utility
of new technologies in relation to people's attitudes towards their adoption;
social behaviours — social factors such as:

social impact, which includes social identity,

social capital, which includes social interactions and social ties;

mass communication and its effect on people's behaviours.

The following social networking sites are most often distinguished (Karciarz, Dutko
2010: p. 16-17):

1)

2)

3)
4)

social — allowing you to establish and maintain virtual acquaintances such as
Facebook.com, NaszaKlasa.pl, MySpace.com, Grono.net;

networking — the purpose of which is to create business networking, as well as
to allow the application to thematic (industry) groups;

content — allowing users to share specific content such as videos, photos or music;
citizen journalism services — information sites having their origin in the work
of social amateur journalists sending coverage and photographic material
and video directly from the event venue, e.g. Wikinews.pl, iThink.pl, News24.pl,
Interia360.pl;

discussion forums — virtual places of exchange of opinions centred around par-
ticular topics, e.g. Forum.Gazeta.pl, Forumowisko.pl;
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6) blogs — sites presenting subjective opinions of people conducting them, mostly

covered in chronological form of published posts;

7)  repositories — ordered collections of documents such as dictionaries, encyclo-

pedias, databases, etc.

Today, the presence on social media is not only communication between people, but
also the possibility of professional development or the production of financial benefits.
In principle, all counting domestic and international companies operate on social media
conduct marketing, advertise new products, and most importantly, seek active customer
commitment.

Perception of cyberspace merely through the lens of the Internet seems like a big
simplification, as does attribute coherence and homogeneity to the Internet. Functioning in
cyberspace creates the need of changes and updates necessary for the proper fulfillment
of specific functions by the state and society. These are the effects of civilisational
development in scientific, technical, and technological areas. As a result of these changes,
many new modernised areas of economic, social, formal-legal activity, the creation of
rational social behaviour rules, and security programmes have been created in cyberspace
(Wegner 2020).

Network activities can be grouped into areas, for example:

1) economic activities — e-business;

) buying and selling activities — e-trade;

3) educational activities — e-education, e-science;
4) public activities — e-government;

) the activities of social relations — e-communities;

6) communication activities — e-mail.

Cyberspace is a space of increased risk and new threats. The more knowledge of this
phenomenon, the more uncertainty grows. The increasingly extensive structures of the
‘virtual” community are conducive to producing many side effects in the form of theft,
intrusions, spams and viruses (Krzton 2017: p.209).

n

&)

Threats arising from functioning in cyberspace

At the same time, new risks and threats arising from the specific nature of the
network are emerging with the development of the information society. The snowballing
amount of information available causes the lack of ability to process and perception
by human, which impedes his normal functioning. Information, when spreading very
quickly, makes it difficult to verify and respond adequately to it. The most significant
challenges and risks can include psychosocial, privacy, and criminal activities (Lizut
2014).

The transformation of cyberspace through the development of ICT has resulted in
a shift in the relationship between people from personal to digital on the web. Some
people are starting to be exhausted, while, others have become addicted to the Internet
and contacts in cyberspace. Research demonstrates three dimensions of ICT overload
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by users: communication overload 86%, information overload 55%, system functions
overload 47% (\Wojciechowska-Filipek, Ciekanowski 2016: p. 37).

Increasingly, the problem of network and technology overload of workers performing
their duties, as well as people in ordinary activities, begins to occur and grow. Society is
increasingly reliant on digital technology and information far more than ever before. Users
feel fatigued with incessant communication on the network, they are connected to it virtually
24 hours a day, 7 hours a week. They have to receive emails, texts, and phone calls at work
all the time, on the way home they do not part with phones and tablets, and at home they
immediately connect to the network to appear on social media (Wojciechowska-Filipek,
Ciekanowski 2016: p.38). After a time of fascination with the new form of connectivity, people
begin to feel exhausted by the obligation of incessant communication, and also report more
and more doubts about the value, legitimacy and quality of content distributed on the web.

At this time cyberspace users are bombarded with information, virtually all of them
can develop and post information on the Internet. As a result, the quantity and size of
information increase at a rapid rate, which leads to the fact that obtaining valuable and
timely information is a difficult task. Choosing necessary, specific, up-to-date and true
information among contradictory, inconsistent and inadequate can be a challenge and
may cause a sense of uncertainty, risk, anxiety, and danger.

Excess information often exceeds the capacity of the human mind to process and
perceive it, leading to information overload that causes the inability to understand the
subject in question, hindering the right decision-making and actions appropriate to the
situation. This phenomenon occurs when potentially useful information received be-
comes an obstacle rather than an aid (Jackson, Farzaneh 2012: p. 523-532). It must also be
noted that each person has different abilities to search, analyze and interpret information,
especially in the case of uncertain and complex information.

In the literature of the subject, we can find information that, despite many benefits of
functioning in cyberspace, there are also negative psychosocial effects for some users,
and this can lead to pathological and/or problematic use of the Internet or even Internet
addiction. These phenomena are regarded as an important mental health problem and
can affect people of all ages, hurt a particular person as well as his family. Several major
Internet addictions can be distinguished (Gogotek 2006: p. 319):

1) computer addiction — in this case, the user does not have to be in cyberspace at
all, it is enough that he spends time in front of the computer. It is not important
what he does with it. An addicted person not only treats the medium anthropo-
morphically, but even as a part of himself (his brain, memory);

2) addiction to virtual games — involves addiction to virtual games as well as
obsessive gambling. Underage users are provided with information related to
violence and aggression, thus forbidden by parents and thus desired. For adults,
games become an alternative to the real world. Whereas, e-gambling can result
in serious financial and legal problems;

3) information overload — compulsory web browsing, including databases. It oc-
curs with a surplus of information — chaotic flipping of information found on
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the web, participating in multiple discussion forums, and conducting multiple
conversations simultaneously;

4) Internet socio-mania — this is an addiction to online social contacts. The user
makes new contacts only and exclusively through the network, usually to the
detriment of normal social relationships. Such a situation, as a rule, is accompa-
nied by emotional withdrawal, mental absence, apathy, extinguishing feelings;

5)  Internet erotomania — mainly involves watching videos and photos of pornographic
material or conversations on sex-themed chats. This phenomenon is dangerous,
when a material with pornographic content is hit by people with disorders in the
emotional sphere or minors.

The privacy sphere of human functioning is protected, and the right to privacy
is treated as a fundamental right of the individual. In the age of information, the right
to privacy takes special meaning, and it is understood as the right of the individual to
decide: when, how, and to what extent the resource of information relating to it can be
shared with others (Braciak 2002: p. 296). This right is also covered by the right to privacy
of information and includes personal data control during collection, analysis, testing,
duplication, and distribution in ICT systems.

When conducting a transaction in cyberspace, users leave a large number of infor-
mation and data necessary to complete the transaction, e.g. (Wojciechowska-Filipek,
Ciekanowski 2016: p. 45):

1) name, and email, with every contact with the supplier of products and services;

2) name, address and telephone number, with each purchase of a product supplied
by a courier company;

3) the card number, the holder's details, and the expiry date, with each payment on
the network by card;

4) often when purchasing a product or service, you need to provide additional in-
formation, for example: shopping preferences, frequency, occupation, age, etc.

Modern ICT provides powerful opportunities for collecting and processing personal
information and building a pattern of behaviour, preferences, as well as identification
of individuals. These resources can be used variously, among other things, for trading
personal data. Most frequently, it is not known who collects data, to whom they are
transferred, in what form, and under what circumstances. Data collection is carried out
in a hidden manner, mostly without the knowledge and full consent of network users.

Privacy threats may apply to (Lee, Kwon 2010: p. 5193):

1) excessive collection of information;

2) secondary use of information;

3) intentional or accidental errors in personal data;

4) unauthorised access to information.

Functioning in cyberspace can also lead to threats arising from criminal activities.
Such activities in cyberspace are financially and materially motivated. According to Jerzy
Kosinski and Sebastian Kmiotek, the term cybercrime, or criminal activities in cyberspace,
refer to four types of crimes (Kosinski, Kmiotek 2010):
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1)  traditional forms of crime, such as fraud or forgery, which, in the context of
cybercrime, relate to crimes committed using electronic IT networks and
information systems;

2) publication of illegal content in electronic media (e.g. material related to sexual
exploitation of children or calling for racial hatred);

3) crimes typical of electronic communication networks, such as attacks against
information systems (DoS attacks, intrusions into computer systems, pharming,
violation of the integrity of information systems);

4) digital multiplication and dissemination of works or artistic performances without
the consent of the authorised person in order to obtain a benefit.

An example of social engineering used by cybercriminals might be "BLIK extor-
tions" by means of social network. In the middle of 2019, there were numerous illegal
activities, which used the mobile payment system “BLIK". They were distinguished by
a scenario based on kidnapping information. The practice consisted of two stages.
In the first one, the attacker was distributing the information about child's kidnapping
in a shopping centre. Links in posts referred to the websites posing as news platforms,
where the kidnapping was described. The whole incident was registered by monitoring
system, and the fake news websites asked for help in finding the child. At the moment of
clicking in the video the victim was informed that due to drastic content, the material is
available only for users who are more than 18 years old. In order to verify the age, the user
had to sign in via Facebook. After choosing “sign in" option, the victim has been shown
a fake login panel located under the same domain as the information service. Providing
login and password, so as not to arouse any suspicions, the victim was redirected to the
official website of Centre for Missing People - zaginieni.pl. To sum up, in the first stage
the attacker gained login data to facebook.com from the unaware victim. To achieve that,
the attacker distributed massive spams, which informed about the kidnapping focusing
on a particular child, city, or shopping centre. After stealing logins and passwords, the
attacker was able to pose as the victim. Sending information about the kidnapping via
victim's profile on Facebook occurred to be very effective. The sensational post content
provoked many people to share it what built greater reach for the fake login panel. At this
moment the attacker moved to the next stage. After signing into the victim's account,
the cybercriminal contacted friends from the list. The violator described them different
stories e.g. about car's breakdown while a long trip, the necessity to transport it by car
carrier trailer, and lack of cash or credit card. In relation to this, the attacker asked a friend
to issue a check or BLIK code, which would allow the violator to withdraw cash from the
nearest ATM. Of course, everything was supposed to be a short-term loan, which would
be repaid right after arrival. Despite quite complicated scenario, this method was the
most effective. The victim usually did not think that the attacker is communicating via
friend's account. Additionally, in most cases it was already too late, when the fraud was
detected, and which impeded targeting the violator (CERT Polska 2019: p. 46).

Among common methods and techniques of criminal activities, experts include
(Biatoskorski 2011: p. 68-69):
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1) mind games — cybercriminals have increasingly resorted to psychological
warfare. “Daily” scenarios are being used more and more frequently in place of
earlier unlikely offers of sudden receipt of a large amount of cash. E.g. “spear
phishing” is increasingly being used, pretending correspondence from friends
and acquaintances, in which users are induced to provide account names and
passwords. Such type of personalised tricks is directed at consumers.

2) social engineering — cybercriminals attack large groups of victims associated
with networks and social networking sites. The developers of malware make
a profit on their popularity by creating fake profiles and pages containing adware,
spyware, and trojans. Cybercriminals also collect information on members of
online communities and use copies of their profiles for criminal purposes;

3) data leaks — data are still vulnerable to theft even without the need of sophis-
ticated methods and cybercriminals very often use them. For example, the use
of numerous passwords for both professional and personal activity makes pass-
words easy to guess very frequently. Unsecured removable memory facilitates
information transfer, and technology convergence introduces an additional risk;

4) bot networks — networks of remote-controlled “zombie" computers are now
the most widespread tool used by computer thieves, used for illegal spamming,
spreading pornography, password and identity theft.

Conclusions

In the age of an informational society, information plays a fundamental role in
all spheres of human activity. Changes in daily human functioning resulted in rapid
development of ICT, particularly the Internet. A uniquely important role in this area is
played by cyberspace as a means of dissemination of information, media integration, and
social activity. Access to information, products, services, education, health and offices
has become common without territorial or time restrictions. Users of cyberspace gained
wide access to information resources, as well as an unlimited opportunity to produce and
transmit information.

To sum up the considerations, on the basis of the studies carried out, it should be
concluded that functioning in cyberspace brings not only advantages, but also some
kind of opportunities, challenges, risks, and threats. There are the most frequent dangers
in the form of flooding of information, mental addiction, or criminal activity. The main
risks to the individual are psychosocial risks associated with computer, network and
technology addictions, which is a fundamental health problem at the moment. In addition,
people who operate on the network are exposed to risks associated with loss of privacy
and personal information. Attacks aimed at databases can disorganise and destroy the
lives of the information community in particular. Cyber-attacks are significant danger,
which fundamentally affect different spheres of life negatively and threaten the interests
of individuals. Criminal activities on the web result in measurable social, financial and
material losses. Due to the complexity of security issues, it is difficult to find a full and



(In)security of the functioning of the information society in the cyberspace 97

absolutely secure solution to operating safely on the network. The most important is
the careful and prudent use of the Internet by users, which becomes a requirement of
modern times. Therefore, the necessity for educational activities is important. Education
should be conducted towards the dissemination of knowledge of the risks present and
the formation of users' awareness of the possibility of minimising the risk associated
with functioning in cyberspace. The substantial content of the paper allows to acquire
knowledge of the most important dangers present in cyberspace connected with the
information society. The security of operation in cyberspace requires that the users
and gathered information resources are provided with adequate methods for the safe
processing, storage, and transmission of them.
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