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Abstract

Unmanned aerial vehicles (UAVs) pose a threat to buildings and facilities important to the security of the state. As they are able to

operate like individual aircraft, the number of ways they can be used for terrorist activity is practically unlimited. Anyone in charge
of a facility that is crucial for the reliable functioning of a state is obliged to ensure an acceptable level of security. Since drones can

be used to attack protected structures, they need ro be protected by an anti-drone system. The paper proposes a method for assessing
the effectivencess of systems for detecting and neutralising unmanned aerial vebicles. In order to suggest a new method for assessing the
effectiveness of anti-drone systems, an analysis of the scientific literature and other documents describing existing anti-drone systems
has been carried out. Attacks involving the use of drones, both in wartime and in incidents of terrorism, are also analysed and existing
anti-drone solutions assessed. Because there are a variety of technical solutions for the detection and neutralisation of drones, and
different location and weather conditions, a universal method is proposed based on probability calculations and neutralisation of
drones, using mathematical formulas. This method allows for the effectiveness of the entire anti-drone system to be assessed on the basis
of measuring the probability of detection and neutralisation of drones in real conditions. The proposed method allows the effectiveness
of the currently existing anti-drone systems to be evaluated and for new methods for detecting and neutralising drones to be proposed.

This method, based on mathematical calculations, enables software to be written for simulating anti-drone systems on computers and
Jor the effectiveness of these systems to be confirmed before their construction in a protected facility.
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Introduction

nmanned aerial vehicles are aircraft that can carry out flight missions autonomously
Uor by remote control from the ground, without the presence of a pilot on board.
There are several types of unmanned aerial vehicles, including: multirotors, planes, heli-
copters, hybrid ships, including planes capable of vertical take-off (Singhal ez 4/, 2018).
These vehicles can be of various sizes and weights. In general, unmanned aerial vehicles,
because of their diverse structure, are considered as universal flying platforms, allowing
various types of missions in different weather and location conditions to be carried out.
Pursuant to European regulations, unmanned aerial vehicles must be certified and, as
a result of certification, receive the vehicle’s class designation (Commission Delegated
Regulation, 2019). A vehicle’s class is a set of technical requirements that must be met
by an unmanned aircraft for a given class. C0, C1, C2, C3, C4, C5 and C6. Class C5
and C6 are classes of aircraft used for the transport of people and dangerous goods. The
remaining classes include vehicles that have different take-off masses, but not exceeding
25 kg. Unlimited access to parts means that it is possible to build a custom drone, whose
flight characteristics will only depend on the constructor’s fantasy. Building a drone is a
relatively uncomplicated process and does not require deep technical knowledge. The cost
of the components needed to build a drone is significantly lower than the price of a fin-
ished, commercially manufactured drone. The drone can therefore be a used as a weapon
by people or groups with limited financial resources. Table 1 contains the characteristics,
defined by law, which can be used for drone detection.

A comparison of the size and reflection area of the radar beam of some currently man-
ufactured multirotors is shown in Figure 1. The dimensions are as follows: DJI Mavic
Mini 2 — 159%x203x56 mm, DJI Phantom 4 — 290x290x196 mm, DJI Matrice 200 —
887x880x378 mm.

Because they can operate without a pilot on board for many kilometres and can carry
cargo, unmanned aerial vehicles can be used in terrorist attacks on people and structures
important for state security, including critical infrastructure. Drone attacks are reported
in the media every day.

On January 17, 2022, fuel tanks at installations in Abu Dhabi were attacked and two
people were killed (Aljazeera, 2022). A famous drone attack was the Greenpeace attack on
the Bugey nuclear installations in France (Pradier, 2018). The attack consisted in smash-

ing a drone, whose shape was unusual and resembled the silhouette of Superman, against
a concrete building containing a nuclear reactor. Hitting the reactor’s cover itself did not
cause any damage to people and installations but the media heavily criticised the plant
operator and emphasised that the facility was unprepared. Greenpeace put forward argu-
ments that the power plant would be a source of environmental contamination in the case

of a successful attack.

Drones pose a threat to structures and people. Operators of facilities important for state
security, including operators of critical infrastructure (CI) facilities, must install effective
drone detection and neutralisation systems.

The study aims to show how detection and neutralisation systems for unmanned aerial
vehicles are built, based on the probability of detection and neutralisation of drones by
these systems™ devices. Applying the proposed method may contribute to increasing the
effectiveness of detection and neutralisation systems and therefore increase the level of
security of facilities protected by these systems.
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Figure 1. Comparison of the size
and reflection area of the radar
beam of A — DJI Mavic Mini 2,
B — DJI Phantom 4 and C — DJI
Matrice 200 (D]I, 2022a,b).
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Drone attack methods
q n unmanned aerial vehicle is a universal platform that can attack a target from differ-
nt heights, with different speeds, on different flight trajectories and with different

on-board equipment.

An unmanned aerial vehicle can be used to carry an explosive device (Grisaro ez al., 2021).

The explosion of an explosive device affects the attacked object through a sharp change in
pressure, emission of infrared radiation, i.e. heat, a seismic wave, if the explosion occurs

close to the ground, and an acoustic wave, i.e. noise.

Detonation of the payload carried by a drone during an attack on people can result in
death, serious injury or panic if it is an attack on a crowd of people. The most serious
attack using a drone carrying explosives was the attack carried out on August 4, 2018
in Venezuela, in the city of Caracas, during which the president of the country, Nicolas
Maduro was attacked (BBC News, 2018). The drones carried explosives that exploded,
causing panic among the participants of a meeting, as well as injuring seven people.

Another attack of this type was carried out in November 2021 on the Prime Minister of
Iraq Mustafa al-Kadhimi (BBC News, 2021). The attack destroyed a house in the centre
of a well-guarded district, the so-called Green Zone. Nothing happened to the prime min-

ister, but the house that was attacked was badly damaged. Drone bomb attacks were car-
ried out on September 14, 2019 on Aramco’s oil installations in Saudi Arabia. As a result,
the installations were burnt and were closed for repair. The attack resulted in the reduction
of oil production by half and turmoil on global oil markets (BBC News, 2019). Aircraft
mass produced by the world’s leading manufacturers can be used for attacks (Monnik

2021) and one example was the drones manufactured by one of the best producers in the
world (Kasteloo, 2020).

Drones can be used to damage an object by physically hitting or transporting a device or
element that will damage the target. An example of an attack carried out in this way is the
attack that unknown perpetrators carried out in 2021 on the power grid in Pennsylvania,
USA. The attack was to consist of a raid on the electrical system with a drone with a sus-
pended electric wire in order to cause a short circuit, and thus turn off the power supply

for large areas of the country (Hambling, 2021).

Unmanned aerial vehicles can be used to observe facilities important for state security.
Currently produced vehicles are usually equipped with cameras. These cameras mean long
distance observation can be achieved. They are equipped with an autofocus system and
optics of the highest quality, allowing for high-quality image recording. Cameras operat-
ing in the visible light range can be supplemented with infrared sensors. Such a camera
allows an image to be recorded in a situation of visible light deficit. It also allows the
identification of system components. It is possible that cameras were used during the

Table 1. Characteristics of UAVs
that may have an impact on the
effectiveness of detection and neu-
tralisation (Commission Delegated
Regulation (EU), 2019).
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Figure 2. Drone Swarm. Picture
taken during Guinness world
record breaking in China
(Guinness World, 2021).
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recent drone flights over Swedish nuclear installations. In January 2022, drone flights over
nuclear power plants were observed in Sweden. Unauthorised flights were carried out over
the installations of the Forsmark Nuclear Water Plant, Ringhals and Oskarshamn Nuclear
Power Plants (BBC News, 2022). These flights did not result in losses of people or instal-
lations, but their purpose may have been to gather intelligence. Forsmark Power Station is

the largest electricity producer in Sweden (Reuters, 2022). The cameras make it possible

to observe people and obtain data on the technologies used in the observed facility, the
topography of the observed facility and so on. The use of drones to wiretap personnel

radio communication, including Internet communication, is also possible.

The examples given of drone attacks above do not cover all possible scenarios of their
use. Due to the different properties of drones resulting from their construction, taking
into account that the drone pilot may have worse or better training, and because of the
development of unmanned aerial vehicle technology, it should be assumed that there are
significantly more ways to attack. A problem that is mentioned increasingly often is the
use of a swarm of drones, in military and terrorist applications, in a simultaneous attack
on a target. Previous reports suggest the possibility of using a swarm of drones for civilian
purposes (Tahir ez al., 2019), but there is no doubt that swarm technology will sooner or

later be used in a terrorist attack. The current record for a simultaneous flight of a swarm
of drones is 3281 pieces (Guinness World, 2021).

To date, not a single attack carried out by a swarm of drones on facilities important for the
security of the state has been recorded.

How to prevent drone attacks is described in (Abdalla er al., 2020; Ziyang ez al., 2018).
A description of drones as a real threat features in Drone Attacks Against Critical
Infrastructure (Crino and Dreby, 2020).

Drone detection methods

he current drone detection systems, which are elements of anti-drone systems that
Y Y

protect facilities, operate using various features of unmanned aerial vehicles (Yaacoub

et al., 2020). The characteristics of unmanned aerial vehicles that can be detected include

heat emitted by the aircraft, noise emitted by propellers and motors and that resulting
from the flow of the vehicle by air jets, the shape of the aircraft and electromagnetic radi-
ation of various frequencies emitted by communication systems operating during flight.
Drones can also be detected by radar.
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Detection of heat emitted by an aircraft is achieved by cameras operating in the infra-

red band of electromagnetic radiation (Andrasi ez al., 2017). The source of heat on the
unmanned aerial vehicle could be a lithium-polymer battery which is a source of electric-
ity, rotating engines and electronic speed controller system designed to regulate the speed
of rotation of the engines. Other electronic systems, including the on-board computer,
do not emit large amounts of heat. It is possible to detect an object at a temperature other
than that of the surrounding air space. However, it is possible to design the drone in such
a way that the heat emitted by it is dissipated. Methods for dissipating heat in airplanes
are known from manned aviation. In the case of unmanned aircrafts, heat dissipation is
achieved by attaching sinks to heating elements of heat or by mounting heating elements
in air jets.

Aircraft sound is detected using microphones (Schiffer ez al., 2021). However, detecting

an aircraft with a microphone is relatively difficult. The aircraft may be constructed so
that the propeller rotation speed is low. The rotation speed can be reduced by using larger
diameter propellers. In this case, little noise is emitted by the propeller. Another method
for reducing the sound level may be to perform a gliding flight. Additionally, the drone’s
sound may be mufled by noise emitted by the surroundings of the detection system. If
the protected facility is in an inhabited area, the sound source may be public transport,
cars, sounds from nearby industrial plants, and the noise of planes landing in the city. 7The
detection efficiency of the drone’s acoustic signal could be improved by using microphone
arrays (Beamforming algorithms, 2016; Burshtein and Weinstein, 2001; Gannot et al.,

2001). Intensity of sound is defined as the sound power per unit area. Intensity is inversely
proportional to the square of the distance (Abdullah ez 4/, 2019):

I(r) -~ 1/¢2 1)
Where I is intensity of the sound and r — is distance from the source of the sound.
It means that the intensity of the sound emitted by the drone, which can be registered
by the microphone of the physical protection system, will decrease with the square of the
distance from the drone and it could be very difficult or impossible to detect this sound

from a long distance away.

The aircraft can be detected using vision methods (Hirabayashi et a/., 2020). Good weather

conditions are a prerequisite for detection. Night, fog, and precipitation all reduce the
effectiveness of the cameras. The camera can observe a flying object, but observation itself
is not easy. A plane flying at a distance of 1000 metres with a wingspan of 2 metres is a
spot with a cone of observation of 0.12 DEG. The observation cone for a drone flying
closer will have a greater viewing angle, and the image itself will be recorded by a greater
number of pixels. This is the reason for the use of variable focal length lenses in optical
detection. The image of a multirotor flying at a distance of 1000 metres is even smaller,
which makes it more difficult to detect and resembles a point in the sky. Observation
alone is not enough. The image analysis system must identify what kind of object has
been observed. The observed object could be a bird. The image analysis system, using
artificial intelligence technology, can identify the drone on the basis of learned algorithms
(Wu et al., 2017). The disadvantage of this system is the difficulty in teaching the system

to recognise an object correctly. Such teaching is a long and difficult process and requires
thousands of photos (Barisic et al., 2019). Additionally, if the attacker knows the rules
of detection, he can build a drone with an unusual shape, such as the above-mentioned

Superman, or in the shape of a bird. In the event of an attack with such a drone, the image
recognition system will be cheated.
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Detection of an unmanned aerial vehicle is possible by detecting communication between
a flying aircraft and a ground station (Al-Sad ez al., 2019). For communication, elec-

tromagnetic radiation with different oscillation frequencies is used. Currently, the most
popular frequencies used to control drones are 2.4GHz, 5.8 GHz, 433MHz and 868Mhz
(Oh et al., 2020). Increasingly, communication between the UAV and the ground station

can be maintained via GSM communication (Solidakis, 2017). The method for detecting

communication, however, is an unreliable, inefficient method. One of the reasons for the
low detection efficiency is the ability to perform an unmanned mission without the need
to communicate with the ground station during the flight. When planning a mission,
the pilot can use software in which he marks the points to which the aircraft is to fly (the
so-called waypoints) on a map and, in more advanced systems, he can indicate what the
aircraft is to perform at a given point e.g. a vehicle can drop a cargo and take a photo.
Applications for controlling mass-produced drones by leading manufacturers are deliv-
ered with the drone to the buyer. In the case of self-built systems, applications, usually
open-source, can be copied from the Internet at no extra charge. If, during the flight,
the drone sends messages to the ground station, this communication can be detected by
the electromagnetic radiation detector and the anti-drone system can take neutralisation
measures. The multitude of frequencies at which communication takes place, as well as
the possibility of using non-standard frequencies, is the reason why detection is difficult.
The detection device must scan the entire frequency spectrum of electromagnetic radia-
tion and decide which frequencies are used for drone and ground station communication
and which are for other purposes. There are communication detection devices for specific
models on the market. One such device is the DJI AeroScope (DJI), which in the station-
ary version detects communication between the drone and the pilot at a distance of up to
50 km, while in a portable version at a distance of up to 5 km. The intensity of the radio
signal decreases with the square of the distance and is described similarly as in the case of
sound by the equation (1). It is also possible to detect communication between the drone
and the pilot using Software Defined Radio (SDR) devices (Ferreira ez al., 2022). These
devices are notably cheap. Because they can be programmed, such devices can integrate

the functions of detection, locating, jamming and spoofing of the GPS signal.

The last method for detecting a drone is the radar detection method (Park ez al., 2021).

Radar devices can detect drones flying at high altitudes and at a long distance from the
protected facility. Detection of drones is carried out with the help of radar operating at
different frequencies (Ochodnicky ez al., 2017; Quevedo ez al., 2018). The construction

of radar devices also uses techniques that increase the effectiveness of object detection,

such as beamforming (Maestre ez al., 2019). The effectiveness of radar systems increases
as the distance between the drone and the radar antenna decreases (Ezuma ez a/., 2021;

Radartutorial). The radar signal to noise ratio then increases.

Radar devices are commonly used, although their effectiveness strongly depends on the
location of the protected facility. Drones can perform missions at very low altitudes. They
are equipped with flight altitude measuring devices, including barometer, ultrasound sen-
sor or lidar, and can even fly at altitudes of about 50 cm above the ground. Low flight over
uneven, bumpy terrain is the reason why the radar will not detect the aircraft. The drone
will also not be detected if the area surrounding the protected facility is overgrown with
bushes or trees.

Drone neutralisation methods

P The existing methods for neutralising drones are not fully effective Therefore, neutral-

A isation systems consist of devices whose operation is based on different principles.
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One of the methods of neutralising a drone is destroying it with laser light (Rafael). The
high-energy light beam may cause the drone to fall after being hit. These systems are effec-
tive in good weather conditions. In fog or precipitation, the laser light is scattered on the
water molecules. The laser device is placed on the gimbal so it can point in any direction.
Unfortunately, a drone neutralised by this method falls to the ground in an uncontrolled
manner. A drone fall could have serious consequences. It could fall on people and on
sensitive elements of the installations of the protected facility. A drone is usually seriously
damaged when it falls, so the data stored on its computer will be unreadable. This will
make it impossible to identify the pilot and bring him to justice.

Another method of neutralisation is to catch a drone in a net (Droptec). Such a net can
be launched from a netgun operated on the ground by the facility security personnel, but
it can also be fired from a netgun hung over another unmanned aerial vehicle piloted by
a member of the facility security personnel. This method is effective when a shot is fired
at close range, which can be up to 30 metres. A drone caught in a net, to which a para-
chute can be attached, descends at a low speed, meaning it is not damaged when it hits
the ground. Data from the computer of a drone captured in this way can be read and the
pilot identified.

Another way to neutralise a drone is to damage its electronics with an electromagnetic
pulse (National Interest, 2021). A high-energy electromagnetic pulse can damage the
drone’s electronic components such as its computer or electronics speed controller sys-
tems that control the speed of rotation of the engines. The range of this type of impulse
can be several kilometres. This type of weapon can damage a typical drone. A constructor
who knows the influence of an electromagnetic field on electronics can isolate it from
the influence of an external electromagnetic field by using the so-called Faraday shield
(Krauss, 1992). In addition, filters are placed on the electric wires in the drone’s housing,

whose task is to cut off the high-intensity current pulse induced by the electromagnetic
field from the anti-drone systems. The electromagnetic pulse emitted by the anti-drone
device may affect other electronic devices, including those used to control technological
processes in the protected facility.

Communication signal jamming devices between an aircraft and a ground station emit
electromagnetic radiation at different frequencies, which include the frequencies used by
an unmanned aerial vehicle. Communication between drone and ground station is dis-
turbed by the emission of an electromagnetic wave with a flat spectrum and the noise
intensity uniform for all emitted frequencies. If the interfering signal is emitted with
sufficient power, the pilot loses the ability to control the aircraft. The communication
disrupting device will be ineffective if the pilot programmes the drone prior to take off
enabling it to carry out the mission in a completely autonomous mode.

A frequently used method for neutralising a flying aircraft is to distort the signal of the
satellite positioning system (jamming) or spoof the system (spoofing) (Sahmoudi and
Amin, 2009). The disturbance is that a signal is emitted from the interfering device at the

frequencies at which the positioning system works. The interfering signal is more pow-
erful than the satellite signal. The satellite receiver on board the unmanned aerial vehicle
is confused by the jamming device and is not able to correctly determine its position.
Spoofing is where a spoofing device emits a signal containing a falsified position. The air-
craft assesses its position on the basis of a false signal and it will fly to the place indicated
by the device pointing at the wrong position instead of to the target and the attack will
be ineffective. The answer to this method of defence may be navigation, which allows
the position of the aircraft to be determined in the absence of access to the signal of the
positioning system. Navigation systems, in conditions of lack of access to a satellite signal,
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identify the position of the aircraft from the lidar reading, ultrasonic distance measuring

devices, camera systems operating in the visible or infrared field (He ez 4., 2018). Another
method of navigation without the use of a satellite positioning system is the deployment
of ground stations emitting the position signal and navigation based on triangulation
(Kapoor ¢t al., 2017).

The low efficiency of the currently used neutralisation systems makes it necessary to look
for other, new solutions. One of the recently proposed methods is to disrupt the flight
of the drone by cheating the algorithms of analysing the image recorded by the drone’s
camera (Zhou et al., 2021). This method takes advantage of the weakness in which the

image analysis algorithm miscalculates the drone’s distance from the obstacle as a result of
camera illumination from two different light sources. By controlling the light intensity,
one can make the algorithm detect an obstacle and stop the drone’s flight.

Proposed method for building a drone

detection system

he drone detection systems currently being produced are not sufficiently effective to

detect a flying drone. Such systems should therefore be based on devices operating
on different principles. Detection devices in physical protection systems are selected by
assessing the probability of detecting unwanted activity in given conditions. Drone detec-
tion systems consisting of devices operating on different principles should also be built
based on the probability of detecting a drone in given conditions.

For each detection device, the probability of detection under given operating conditions
and in the required time period should be experimentally assessed. The given operating
conditions of the device are the conditions in which the device will operate. Therefore, the
probability of drone detection is assessed for:

e different weather conditions (WC) (humidity, fog, rain, snow, no precipitation, high
temperature, low temperature, no wind, strong wind, high noise environment, low
noise environment etc.),

e atany time of day or night (),

e detection in a given location of a protected facility (L) (flat, mountainous area, area

covered with bushes, forest, built-up area, undeveloped area etc.),

* various types of unmanned aerial vehicles (T) (multirotor, plane, helicopter, ship
with an unusual shape),

e various types of motor (M) (electric, combustion engine),
* use with various methods for performing the aircraft’s mission (PAM) (high altitude
flight, low-level flight, high-speed flight, low-speed flight, straight-line flight, flight

on a diversified trajectory),

¢ use with different competences of the physical security personnel responsible for oper-
ating detection devices (C) (well-trained employee, employee without experience),

* use over different distances (D) between the flying UAV and detection device (long
distance, short distance).
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‘The detection probability assessment can be performed by counting the number of detec-
tions of the flying drone per hundred flights. When there are one hundred detections out
of one hundred drone flights under the given conditions, the probability will be 100%
and if not a single flight is detected, the probability will be 0%. An additional parameter
to be assessed must be the detection time, known as the required time. The required time
is the time when a drone is detected early enough to activate any planned procedures in
the event of a drone attack. One such procedure could be to activate the drone’s neutral-
ising devices and direct them towards the attacking drone.

The probability of drone detection in given conditions and in the required time is marked
as P, with the ux index being the x detection device.

The total probability of the drone being detected by a system made of N devices is given
by the formula:

Poup=1-(=P)A-P)..(1-P) @

toralD

where P = PUX(WC, t, L, T, M, PAM, C, D);

Example 1:

Let’s assume that one is building a drone detection system composed of three detection
devices. In the described example, in which the detection system consists of three devices,
one has three probabilities P, P, and P after the tests. For the described system, the
formula takes the form:

P =1-(1-P)1-P )(1-P) (3)

toralD ~
Let us consider a system consisting of three detection devices, the detection probability
of which determined for given conditions and in the required time is, respectively, P |
=0.33, P, = 0.65, P,= 0.54. This means that for one hundred flights, these devices
detected the drone, respectively, ul — 33 times, u2 — 65 times, u3 — 54 times. The
calculated total probability of a system detecting the drone will therefore be equal to:

P =1-(1-0.33)(1-0.65)(1-0.54)

totalD

P = 0.89 or in other words P _ - = 89%

totalD ID

This result suggests that a system composed of P, P and P , detects the UAV with a
probability of 89%, so out of a hundred flights, it detects 89 flights. If the object were
protected by such a system, eleven out of every hundred passes would not be detected and
it could successfully launch the attack.

The task of the manager of the protected facility is to determine the minimum threshold
value P_ = below which the system is considered ineffective. If the system is deemed

This can be achieved by:

otalD

ineffective, steps should be taken to increase the value of P__ .

* change of detection conditions, e.g. when the device does not cope well in an open

area covered with bushes, you can cut bushes,

* increasing the number of detection devices in the system, assuming that subsequent
devices operate on a different principle than those already used to build the system,

* changing the device with the lowest detection probability for the better, or
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¢ if there is no better device model on the market, preventive actions described later in
this article should be taken in order to prevent the launch of an attack.

Example 2:

Let’s assume that the drone detection system described above does not meet the expecta-
tions and that the total probability of system detection should be higher. The detection
system constructor can increase the probability of detection by adding other detection
devices to the system that operate on a different principle than those already working in
the system. Additional devices with the probability of drone detection in the given condi-
tions and in the required time can therefore be provided, respectively P , = 0.50 and P, =
0.60. Thus, the considered system consists of five detection devices. The calculated total
probability of detecting the drone by such a system is equal to:

P =1-(1-P)1-P )(1-P)1-P )1-P) 4)

toralD

P =1-(1-0.33)(1-0.65)(1-0.54)(1-0.5)(1 —0.60)

toralD ~

P = 0.98 or in other words P__

totalD

aD = 98%

This result indicates that the system with an unacceptable probability of drone detection,
after supplementing it with other detection devices, is very effective, and the total probability
of detection increases by about 10% to 98%. If the facility were protected by such a system,
only two out of every hundred flights would be undetected and the attack will be successful.

When examining detection devices, security personnel should remember a few principles
that determine the effectiveness (and thus the probability) of detection:

e detection devices must be absolutely independent of each other. Independence
means that these devices must have different, separate power sources, they must have
different, separate protection against interruption of operation, and the detection
devices must not influence each other in any way, e.g. by disturbing their operation
through a strong electromagnetic field,

¢ the detection equipment and the entire detection system must be inspected peri-
odically. Periodic inspection results from the fact that each technical object may be

damaged, which will result in a radical decrease in the value of P oo maybe even

tal
below the permissible threshold value. The control is also due to the fact that every
technical object is getting old. The detection system should also be tested whenever
the system operating conditions change. Such a change may be e.g. the construction

of buildings or structures in the area of the protected facility.

e the priority for the manager of the protected facility should be to ensure effective
detection of the attacking drone, and not the cost of building the system.

The drone detection system is considered to be properly constructed if the value of P __

is higher than the permitted minimum threshold value.

When designing a drone detection system for the protected facility, the detection devices
should be selected in such a way that their operation does not adversely affect the opera-
tion of other devices used in the protected facility. Such negative influence may include,
for example, the electromagnetic field emitted by the radar. If such a field, its frequency
and intensity, would interfere in any way with the operation of the protected object, then
such a detection device should be abandoned or measures reducing the influence of the


https://doi.org/10.35467/sdq/149268

SECURITY. DEFENCE

QUARTERLY

electromagnetic field on the devices in the protected object should be applied, e.g. by
means of appropriate shielding.

Proposed method for building a drone
neutralisation system

he devices for neutralising drones currently available on the market do not provide

effective protection of the facility. The drone neutralisation system should therefore
be built of drone neutralisation devices in different ways so that the probability of neutral-
isation is high enough. The use of devices operating on different principles ensures that the
system will fulfil its task in all conditions, i.e. neutralise the drone. The drone neutralising
devices should be selected for the system after assessing their effectiveness, i.e. the probability
of neutralising the drone in the given conditions and in the required time. The assessment
of the probability of drone neutralisation should take place in the same conditions as the
drone detection devices are assessed. The effectiveness of neutralisation should be assessed:

* with regard to weather conditions (WC) (air transparency, wind strength, etc.),
e atany time of day or night (t),

* with regard to location conditions (L) (undulating terrain, height of vegetation in
the vicinity of the defended object, buildings, population of the area),

e with regard to aircraft type (T) (multirotor, plane, helicopter, ship with unusual shape),
e for various types of motor (M) (electric, combustion engine),

¢ sing different methods of attack implementation (PAM) (high or low flight altitude,
flight at different speeds, flight on different trajectories, etc.),

 with regard to the competence of the physical security personnel responsible for
operating the system (C),

e for various distances (D) between flying UAV and detection device (long distance,
short distance).

The assessment of the probability of neutralising the drone of each neutralising device can
be performed by counting the number of effective actions as a result of which the drone
ceases to pose a threat to the protected object per one hundred attempts. An additional
parameter to be assessed should be the time required for the effective neutralisation of
the drone. The time required is the time when the drone is neutralised quickly enough to
be unable to successfully end an attack e.g. fast enough that the drone fails to transport
the explosive close enough to the target that its explosion causes losses, or fast enough that

the drone cannot record the image for an intelligence mission.
The probability of the device neutralising the drone is denoted by the P symbol, while

the index uy is the symbol of the y-neutralising device. The total probability of the drone
being neutralised by a system composed of N devices is given by the formula:

P n=1-(0-P)1-P)..1-P_) o)

where Puy = Puy(WC, t, L, T, M, PAM, C, D);
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Example 1:

Consider a situation where an attacking drone has been detected and the system consists
of three neutralising devices. The probability of neutralising the drone determined for
the given conditions and in the required time is equal, respectively, to: P = 0.5, P, =
0.65, P, = 0.64. This means that these devices neutralised the drone one hundred times:
ul — 50 times, u2 — 65 times, u3 — 64 times. Thus, the calculated total probability of
the drone neutralisation by such a system is equal to:

P 1-(1-0.5)(1-0.65)(1 - 0.64)

toralN —

P x=0.94 orin other words P =94%
This result indicates that a system composed of the P, P, and P, devices neutralises the
UAV with a 94% probability, so it neutralises approximately 94 flights per 100 passes.

If security personnel want to determine the probability of the drone being neutralised
by the device, a few rules that determine the effectiveness (and thus the probability) of
neutralization should be applied:

e The neutralisation facilities must be absolutely independent of each other.
Independence means that these devices must have different, separate power sources,
they must have different, separate protection against interruption of operation, and
these devices must not have any influence on each other, e.g. by disturbing their
operation through strong electromagnetic fields.

¢ The neutralisation devices, as well as the entire neutralisation system, must be
inspected periodically. Periodic control results from the fact that each technical

object may be damaged, which will result in a radical reduction of the P value,

otalN
maybe even below the permissible threshold value. The control is also due to the
fact that every technical object is getting old. The neutralisation system should also
be tested whenever there is a change in system operating conditions. Such a change
might be the construction of buildings or structures in the area of the protected

facility.

* The priority for the manager of the protected facility should ensure effective neutral-
isation of the attacking drone, and not the costs of building the system.

The drone neutralisation system is considered to be properly constructed if the P_  value
is higher than the permitted minimum threshold value.

When designing a drone neutralisation system for a protected facility, neutralising devices
should be selected in such a way that their work does not adversely affect the facility or
people working in its vicinity. Such a negative impact may include, for example, a drone
fall as a result of shooting down an object or people with a laser device. The kinetic energy
of a falling drone is described by the formula:

E = 1/2mv ©)

where: m — is the mass of the drone, v — the speed at which the drone hits the obstacle.
The consequence of the fall of the drone, even with low kinetic energy, could be human
injury or death, and if it hits a technical object, its operation may be interrupted. If the
risk related to the fall of the drone onto installations or people would be unacceptable,
reduction measures should be applied, e.g. by constructing covers.
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The total success probability of the entire anti-drone system consisting of the detection
system and the neutralisation system is given by the formula:

Pmtal = Pto(alD X Pto(alN (7)

The P and P

totalD

o Values, as described above, are in the range (0-100%). The product
of these two values will not be greater than the smaller value of the probability compo-

nents, therefore

P < min{PmmlD’ PmtalN} (8)

total

Recommendations for assessing the probability
of detection and neutralisation of devices used
in the construction of anti-drone systems

he effectiveness of the described method depends on the use of correct probability

values for detection and neutralization of devices used in the construction of anti-
drone systems. Both the probability of detection and the probability of neutralisation
should be determined experimentally in order to prove the correctness of the parameters
of the tested devices. The correct probability value can be obtained:

* by means of tests carried out by the manufacturer of the device or system,

* by means of tests carried out by the security personnel of the protected facil-
ity, who, when building the anti-drone system, must meet the requirements of
obtaining at least the threshold probability of detection and neutralisation of the
drone, and

¢ through tests carried out by a state institution specially appointed for this purpose,
which should determine its effectiveness in an objective manner, independent of the
manufacturer of the tested equipment.

The reliability of the technical objects which the proposed detection system consists
of at the beginning of its use can be obtained from the manufacturer. The significance
level should be up to 5%. Nevertheless, within time, in order to estimate the reliability
of objects, non-reliability tests should be carried out on a representative sample. The
sampling method has two elements: a sampling scheme (e.g. equal probability, proba-
bility proportional to size) and a forecasting (estimation) procedure. Together, these two
elements provide the framework for calculating the population abundance. The use of
a statistical method is recommended. Statistical sampling methods allow the selection
of a sample that is representative for the population. The ultimate goal is to forecast
(extrapolate or estimate) the value of a parameter (“variable”) observed in the sample for
the population, which allows to determine if the population contains significant irregu-
larities and, if so, what their extent is. Sample size n is calculated based on the following
information:

e population abundance,
¢ confidence level determined from the normal distribution,

e maximum allowable error (usually 5%),
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e expected error selected by the operator in accordance with his professional judg-

ment, and on the basis of information from previous tests,
¢ standard deviation of errors.
The sample size is calculated as follows (European Commission, 2017):

2 2
e Ni\jliL Z-z o’ ©
where:
N — population abundance,
u — value for the specified significance level,
6 — standard deviation,
A — limit deviation.

The appointment of a state institution for testing should contribute to the standardiz-
sation of requirements for anti-drone devices and to ensure that the effectiveness of the
anti-drone system, not its price, is the priority.

The assessment of the probability of detection and neutralisation of anti-drone systems
makes it possible to check whether a given system is effective and whether it meets the
requirements of exceeding the minimum threshold or not. If a given system does not meet
the requirements set for it, it should be improved. The effectiveness of the systems can
be increased by replacing the detection and neutralisation devices with better ones or by
changing the operating conditions of these devices. For example, a change in conditions
means the removal of bushes and trees from the vicinity of the protected object for radar
detection. If the above-described actions do not bring improvement, anti-drone preven-
tion methods should be applied.

The sequence of events in the drone attack is shown in the diagram.

UAVs are a source of danger to facilities and people. The activation of this threat consists
in the fact that the pilot takes the control apparatus in his hand and takes off towards the
target of the attack or programs the mission on the computer and indicates the protected
object as the target of the attack. After the attack has started, defensive actions begin,
which consist of detecting the drone and then neutralising the drone. After the attack is
over, the consequences are assessed. As a consequence, losses or damage are generated in
the human-technology-environment system.

Figure 3. Diagram presenting the

sequence of events during a drone

attack.
UAV as N
Activation Defensive c
onsequences
a source - of the threat =Jp»] Drone attack =l actions —p- q

,of the threat
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If the calculation of the probability of detection and neutralisation of the drone shows that
the effectiveness of the system will be unacceptable, and other methods or replacing the
devices with better ones or changing the operating conditions of these devices do not result

in an improvement in effectiveness, following preventive measures should be considered:

* designation of drone geographic zones DRA-P (Drone Area — Prohibited)
(Commission Implementing Regulation, 2019),

* undertaking activities for the benefit of the local community aimed at gaining its
sympathy, which in turn may lead to greater control of the surroundings of the
facility through more eyes,

e conducting training in the field of aviation law for police officers,
¢ conducting training in the field of pilotage for the personnel of the physical secu-
rity of the facility, which in turn should familiarize the staff with the capabilities of

unmanned aerial vehicles,

* masking elements of the protected facility in order to limit the amount of informa-
tion obtained during an attack with the use of VIS and IR cameras,

¢ building covers of installation elements to prevent damage as a result of a direct
impact with a drone or as a result of an explosion of explosives.

These activities have already been well described in the literature (Lukasiewicz ez al.
2021).

Conclusions

Unmanned aerial vehicles pose a threat to objects important to state security and to
people. Currently built systems are ineffective and do not cope as desired with sin-
gle aircraft. The situation will worsen when drone swarm technology becomes popular.
An additional problem is the fact that most of the facilities important to the security of
the state, including those currently classified as critical infrastructure facilities, Polish or
European, were designed and built at a time when drones did exist, but were not so widely
available in trade. and as widely used in everyday life as it is today. These objects are there-
fore vulnerable to a drone attack, and the probability of success of such an attack is high.

Due to the low effectiveness of anti-drone systems, efforts are being made to find new, more
effective methods of detecting and neutralising drones. Due to the risk of an attack by a
single drone, but also by a swarm of drones, both of these attack methods must be taken
into account when assessing the effectiveness of drone detection and neutralisation systems.
Of course, one can judge the effectiveness of detection and neutralisation experimentally,
and this will give an overall picture of the effectiveness of the system. Nevertheless, only an
experimentally confirmed mathematical model can give a precise picture.

To sum up:
¢ The paper proposes a mathematical model for assessing the effectiveness of detection

system and the effectiveness of the neutralisation system, which are parts of the anti-
drone system,
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¢ The proposed model allows, on the basis of experimentally obtained data, the effective-
ness of drone detection and neutralisation systems to be evaluated. Therefore, it enables
the evaluation of the system in a comprehensive manner, and the mathematical descrip-
tion allows for the identification of inefficient elements of the detection and neutrali-
sation system and thus the improvement of the effectiveness of the system as a whole,

e The proposed model is very simple, thanks to which an average educated member
of the physical security personnel of the facility could independently assess the effec-
tiveness of the anti-drone system, based on data such as the probability of detection
and the probability of neutralisation of the drone under given conditions,

* Having access to the specific data of a given type of aircraft, such as an unmanned
aircraft, an unmanned multirotor or an unmanned helicopter, including data on
how to carry out an air mission and design data of the protected object obtained
using Building Information Modelling methods, by using the system assessment
model proposed in the paper, someone can simulate the effectiveness of the drone
detection and neutralisation system using a computer program. A computer sim-
ulator of drone detection and neutralisation systems makes it possible to design a
three-dimensional anti-drone system in the most efficient way for a given critical
infrastructure facility and thus reduce the costs of investment in anti-drone systems
by eliminating the purchase of inefficient devices that do not meet the expectations
of the facility’s physical security personnel at the initial design stage.
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