
https://securityanddefence.pl/

Protection of critical infrastructure in Norway – 
factors, actors and systems

Jakub M. Godzimirski
jmg@nupi.no

https://orcid.org/0000-0002-0396-8135

RAIT, Norwegian Institute of International Affairs NUPI, CJ Hambros plass 2 D, 0130, Oslo, Norway

Abstract

The main aim of this article is to examine how the issue of protecting critical infrastructure is addressed in Norway. To answer 
this question, the article addresses two important sub-questions – what is to be understood in the current historical and the specific 
Norwegian context as important elements of national critical infrastructure and what is the current understanding of risks and threats 
that this infrastructure should be protected against? This article is based on a detailed quantitative and qualitative examination of the 
official Norwegian documents and statements on questions related to various aspects of protecting critical infrastructure in Norway. In 
section one, structural factors that have played a major part in shaping Norwegian thinking about critical infrastructure are discussed. 
Section two provides a short summary of the current discussion on elements of critical infrastructure in Norway. In section three, the 
article discusses official Norwegian perceptions of threats and how they address questions related to critical infrastructure. The fourth 
section looks at the current official approach to protection of critical infrastructure in the country. The process of building the existing 
system for protecting critical infrastructure in Norway has been driven by both domestic and international concerns. The system should 
make it possible for citizens to meet their needs through access to various important societal functions, but it also needs to make it 
possible to address challenges that stem from the international environment.
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Introduction

The aim of this article is to examine how questions related to protection of  critical 
infrastructure are addressed in Norway. The issues related to protection of crit-

ical infrastructure have been on national and international agendas for many decades 
and, for obvious reasons, have attracted the attention of the academic community and 
national and international policymakers (for a recent account that examines these top-
ics, see Collier and Lakoff, 2021). Both national authorities (Brunner and Suter, 2009) 
and international organisations, such as the United Nations (United Nations Office of 
Counter-terrorism and United Nations Security Council, 2018) and the European Union 
(European Commission, 2005, 2013; see also Haemmerli et al., 2010), have paid increased 
attention to these questions in the wake of events that have revealed serious deficiencies 
and vulnerabilities in the existing systems of protection of critical infrastructure and cri-
sis management. What makes the question of protecting critical infrastructure crucial 
in national and international contexts is the role critical infrastructure plays in securing 
the fundamental needs of the population and the functioning of state structures. These 
questions are addressed in various countries in different ways. This article looks at how 
these questions are dealt with in Norway, a country that seems to be relatively successful 
in addressing these questions as witnessed by the fact that it occupies very high positions 
in various international rankings of the quality of life and governance.1 

In Norway, as in many other democratic countries with a well-developed welfare system, 
the idea of meeting the basic needs of the population by providing access to critical infra-
structure no matter where people live, is one of the key ideas informing national policy 
on critical infrastructure. This article seeks to answer the question of how these general 
ideas on providing access to critical infrastructure have been translated into actual policies 
on protection of critical infrastructure in Norway. To provide an answer to this important 
question, it is crucial to map how various structural factors have influenced the devel-
opment of the existing system of critical infrastructure in the country from a historical 
perspective; to present the key elements of the current system of critical infrastructure 
and how importantly they are perceived by the national policymaking community; to 
show how the policymaking community and specialist national bodies assess the risks and 
threats the critical infrastructure of the country might be exposed to, which is important 
when decisions on the development of an effective system for protecting critical infra-
structure are taken. 

To address these crucial questions, this article is divided into several sections. Section one 
provides some information about structural factors that have played a major part in shap-
ing Norwegian thinking about critical infrastructure from a longer historical perspective. 
Section two provides a short description of the key elements of critical infrastructure in 
Norway. Section three discusses what threats to critical infrastructure are identified in 
official Norwegian threat assessments that provide an important input in the process of 
policymaking in this field, as illustrated by the work on the new security law. The fourth 
section examines how issues discussed in the previous sections have contributed to the cre-
ation of the current official approach and also includes a short discussion on institutional 
responsibilities, the legal framework, and the impact of international developments and 
regulations on the current Norwegian approach to this important question. 

Methodology 

This article is based on a detailed quantitative and qualitative examination of the set 
of 35 official Norwegian documents, produced mostly between 2014 and 2020, 

1See for instance 
h t t p s : / / w w w .
usnews.com/news/
best-countries/rank-
ings/quality-of-life 
or https://world 
p o p u l a t i o n 
review.com/country- 
rankings/standard-
of-living-by-country. 
Norway is ranked 
very high in var-
ious editions of 
UNDP Human 
D e v e l o p m e n t 
Reports – an over-
view at https://
hdr.undp.org/en/
global-reports. As 
far as quality of 
governance is con-
cerned, Norway also 
scores very high – see 
http: / / info.world 
b a n k . o r g /
g o v e r n a n c e / 
wgi/Home/Reports.
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in which the term “kritisk infrastruktur” (critical infrastructure in Norwegian) is men-
tioned more than 1600 times. In the aftermath of the Russian intervention in Ukraine in 
2014, in particular, the national debate on these questions took an important turn. The 
technological changes of the past decade, including the increasing focus on digitisation of 
critical infrastructure that makes it more exposed to new threats, was also an important 
contributing factor (Popescu and Secrieru, 2018). This examination not only includes 
a detailed analysis of the key policy-related documents presenting official ideas on chal-
lenges faced by Norwegian society, but also provides additional insights into how these 
questions were discussed by national experts. 

When examining how the official approach to protecting critical infrastructure has 
evolved, it is also crucial to map how official Norwegian threat perceptions published by 
institutions responsible for security of the country changed in this turbulent period. These 
official threat perceptions have played an important part in work on making the system 
of protection and management of infrastructure better prepared to meet both new and 
traditional emerging risks and challenges. 

Structural factors 

There are several structural factors that have influenced the development of the current 
infrastructure system in Norway. A quick glance at a map of the country explains why 
geographical factors have played an important part. The territory of Norway, 386 975 km2 
including Svalbard and Jan Mayen, makes Norway one of the biggest countries in Europe. 
The Norwegian mainland, where most people live, with its 323 895 km2 is slightly bigger 
than Poland but is made up of the so-called fastland (301 614 km2) and several thou-
sands of islands (22 280 km2) with a very long coastline. Norway also controls a huge 
Exclusive Economic Zone (2 385 178 km2 ) where the country’s main natural resources, 
including petroleum and maritime resources, are located. Because these resources must be 
developed, produced, transported, and marketed, new elements had to be added to the 
existing infrastructure to make this possible. In addition, the shape of the country and 
its relief have made the process of building physical infrastructure a daunting task. For 
instance, the distance between the northernmost point, Kinnarodden in Finnmark, and 
its southernmost location in Lindesnes is 1752 km in a straight line. Only 3.3 percent of 
the country’s area is defined as arable land, 38 percent is covered by forests and woodlands, 
while the rest – 59 percent – is covered by mountains and heaths, bogs, and wetlands, by 
lakes and rivers and by urban areas where most of the population live. All these purely geo-
graphical factors make providing the same level of access to critical infrastructure across 
the whole country not only an economic, but also a technological and political challenge.

Almost all political parties in Norway agree that one of the most important political 
objectives is to secure the basic needs of the population no matter where people live, and 
this can only be achieved by providing local access to key elements of critical infrastruc-
ture and factoring in demographic data. In 2021, the population of Norway reached 5.4 
million, which makes Norway one of the European countries with the lowest population 
density. This makes provision of access to critical infrastructure to all inhabitants of the 
country quite a challenging and costly task, not least because of the huge regional dif-
ferences. For instance, almost 44 percent of the country’s population live in Oslo and 
two neighbouring counties, Viken and Vestfold and Telemark that cover only 13 percent 
of the country’s area, while the two northernmost counties, Nordland and Troms cover 
more than 34 percent of the country’s territory and sit partly above the Polar Circle with 
harsh climatic conditions and contain only 9 percent of the population. The pattern of 
settlement with a high level of urbanisation, 82.3 percent of the population2 in 2020, 

2h t tp s : / /www. s sb.
no/en/be fo lkning/
folketall/statistikk/ 
t e t t s t e d e r s - 
befolkning-og-areal
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poses various challenges. Providing access to infrastructure and services is relatively easy 
in densely populated urban areas and more challenging in remote and sometimes isolated 
rural areas. 

In addition to geographical and demographic factors, political, historical, and economic 
factors have played a part in the process of building critical infrastructure in Norway. 
Political decisions taken by authorities since the re-establishment of independent state-
hood in 1905 have shaped political framework conditions for economic activity and the 
country’s relations with other actors. There have been several watershed events that have 
influenced decisions on critical infrastructure in Norway. Even before the re- establishment 
of Norwegian independent statehood in 1905, the process of rapid industrialisation con-
tributed greatly to shaping national infrastructure (on the special Norwegian approach 
to industrialization, see Slagstad, 1998, pp. 134–162). The rapid industrialisation of 
Norway would not be possible without national hydropower generation infrastructure 
and a power grid that are the cornerstones of national infrastructure today. The fact that 
Norway was already an important actor in international shipping3 also played a part in 
the development of some elements of national transport and maritime infrastructure (for 
more on this, see Government.no, 2021; Ministry of Trade, Industry and Fisheries, 2021 
for the current approach to maritime aspects). 

The experience of German occupation during WWII was the biggest national trauma 
and was also one of the factors that influenced Norway’s decision in 1949 to join NATO, 
which was viewed as crucial for deterring the emerging Soviet threat. Being a member 
of an alliance in a geopolitically important spot also played a part in the development 
of national infrastructure as the country had to make some preparations for meeting the 
allies’ needs and be able to receive their support in times of crisis (Ministry of Foreign 
Affairs, 2011).

The discovery of petroleum resources on the Norwegian continental shelf was another 
factor that contributed to the development of energy production and transport infrastruc-
ture. This infrastructure connects Norway with Europe and its construction involved var-
ious actors having the necessary technological knowhow, economic interests and financial 
resources (see, for instance, Austvik, 2019; Schiefloe, 2016). 

Finally, the end of the Cold war opened a window of opportunity to re-focus attention 
from hard security to other aspects of security, including societal security, the role of social 
and health services and the building of the Norwegian model of welfare state. 

The issue of societal resilience and the role of infrastructure was also dramatically actual-
ised in the wake of the 2001 terrorist attacks on the United States and re-actualised after 
the tragic terrorist attack of 22 July 2011 in Norway that was probably the most traumatic 
national experience in the whole post-war period and revealed some serious deficiencies in 
the national system for protecting critical infrastructure and crisis management. 

Norway’s NATO membership and partnership with the EU through the European 
Economic Area (EEA) have also had some consequences for the national discussion and 
implementation of policies related to protecting elements of national critical infrastruc-
ture (for more on the EU approach to critical infrastructure, see European Commission, 
2005, 2013; European Council, 2008). Norway supplies energy to many NATO allies 
and EU partners and, when implementing its policies on critical infrastructure, must con-
sider these two organisations’ interests in this field (Muller et al., 2018). For instance, one 
of the rationales for conducting the 2018 Trident Juncture exercise was testing Norway’s 
ability to receive NATO support in the event of a major conflict involving a major regional 

3https://rederi.no/
en/about/history/
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great power. The 2014 conflict in Ukraine and its aftermath resulted in more focus on 
protection of critical infrastructure against various hybrid threats, including cyber and 
digital attacks on its crucial elements and attempts by some foreign actors to get access to 
and possible control of elements of national critical infrastructure through investments 
(Hallberg, 2019). 

Political decisions have also been crucial for the creation of the Norwegian variant of 
the Nordic model of the welfare state with certain specific features (Frelle-Petersen et al., 
2020). These features include broad and universal access to services and substantial sup-
port for creating well-functioning safety nets to help citizens deal with market failures. 
What also facilitates the functioning of the model is the high level of trust in people 
and institutions in Nordic countries (Grimen and Skirbekk, 2012; Houston et al., 2016; 
Saltkjel and Malmberg-Heimonen, 2014). As one of the main functions of this model is 
to provide unhindered broad and universal access to those elements of infrastructure that 
are necessary to meet basic social, economic and political needs, the creation and mainte-
nance of national infrastructure is of paramount importance for the popular acceptance 
of this specific Nordic approach. 

Finally, decisions on creating the national system of critical infrastructure and the best 
ways of protecting it against various types of challenges, risks and threats have also been 
informed by changing threat perceptions, an issue that will be discussed more thoroughly 
in one of the following sections. 

What is to be protected – critical infrastructure in Norway

The Norwegian approach to critical infrastructure is not different from approaches adopted 
in other countries. The question of critical infrastructure has been on the Norwegian pub-
lic agenda for many decades. Its development has been influenced by various factors exam-
ined briefly in the previous section. For instance, a 2000 study on societal vulnerabilities in 
Norway presented what was at that time believed to be the key elements of national critical 
infrastructure (Ministry of Justice and Public Security, 2000). This interest in critical infra-
structure was also clearly reflected in a White Paper on protection of critical infrastructure. 
This document defined critical infrastructure as ‘those constructions and systems that are 
essential to uphold society’s critical functions, which in time safeguard society’s basic needs 
and the feeling of safety and security in the general public’ (Ministry of Justice and Public 
Security 2006). A similar approach was adopted in a DSB study published six years later 
(DSB The Norwegian Directorate for Civil Protection, 2012). More details were also pro-
vided by other official documents (Ministry of Justice and Public Security, 2006, 2008), 
while other documents paid more attention to the main risks the national critical infra-
structure could face (Ministry of Justice and Public Security, 2016).

A study published in 2007 divided the elements of infrastructure into 3 main categories, 
14 sectors, 61 subsectors etc. (Henriksen et al., 2007). This study described electricity 
and electronic communications as elements of basic critical infrastructure, while water 
and drain, oil and gas, transport and bank and finance were defined as other elements of 
critical infrastructure. Food supply, waste management, health and social services, police 
and rescue, political leadership, media, important industries with high risk exposure and 
national symbols were, in turn, defined as elements that were crucial for other societal 
functions. 

What could explain the central role in the system of critical infrastructure assigned to elec-
tricity and electronic communication? The Ministry of Petroleum and Energy provided 
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a good answer to this important question, arguing that the smooth functioning of the 
whole country depends on the smooth functioning of the power generation sector infra-
structure (Ministry of Petroleum and Energy, 2017). What makes the situation even more 
challenging – and explains why electronic communication is also listed as a basic element 
of critical infrastructure – is the digitisation of the sector that makes it more exposed to 
malicious actions in the digital space. 

In 2017, DSB published a detailed study (DSB The Norwegian Directorate for Civil 
Protection, 2017) on which elements of critical infrastructure are important for meeting 
fundamental personal and societal needs. A detailed overview of these fundamental needs 
and elements of critical infrastructure that are important in this context is presented in 
Table 1.

These questions are approached from a functional perspective. Critical infrastructure plays 
an important part in helping society secure its vital functions as it gives citizens access 
to various critical services which in turn enables them to meet their fundamental needs. 
Any element of infrastructure can therefore be defined as either highly critical, critical or 
important, depending on the gravity of consequences society can face if such an element 
were to be destroyed or made unusable by malign actions or by a natural disaster. 

This functional approach is also reflected in the new Law on Security that came into force 
on 1 January 2019 (Ministry of Defence, 2017; Stortinget, 2018). The law treats ele-
ments of infrastructure as worthy of protection if fundamental national functions could 
be harmed if their functionality is reduced or they are subjected to vandalism, damage, or 
unlawful seizure (Stortinget, 2018, Section 7.1). 

Brunner and Suter (2009, p. 308) assess the criticality of elements of infrastructure accord-
ing to three criteria: dependency, when the functioning of an element of infrastructure 
depends on the proper functioning of other elements of infrastructures; of the absence of 
an alternative to describe a situation when an element of infrastructure cannot be replaced 
by other elements; tight coupling, meaning that strong linkages and dependence on other 
elements of infrastructure imply higher criticality. This approach is also reflected in the 
new Law on Security that in section 4.2 on risks assessment, states that ‘each undertaking 
shall identify other undertakings on which it is dependent for its proper functioning’ 
(Stortinget, 2018).

FUNDAMENTAL NEEDS 

Governability and sovereignty Security of the 
population

Societal functionality

Governance and crisis management
Defence

Law and order
Health and care
Emergency services
ICT security
Nature and the 
environment

Security of supply
Water and sanitation
Financial services
Power supply
Electronic communication networks and services
Transport
Satellite-based services

Table 1. Fundamental 
needs and critical 
infrastructure
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Norwegian perceptions of threats and vulnerabilities

When assessing actual and potential threats to critical infrastructure actors must, accord-
ing to the current version of the Law on Security (Stortinget, 2018, section 7.2), make 
damage potential assessments, trying to measure how the fundamental national functions 
supported by the object or infrastructure could be affected. Any threat and risk assessment 
should try to examine two aspects – the possible impact of an event and its likelihood. 
Such an approach is not specifically Norwegian as it is widely used internationally when 
the potential impact and likelihood of various risks and threats are examined (see the 
World Economic Forum, 2021, and previous editions). 

There are several official producers of publicly available threat assessments in Norway. This 
brief examination of what threats to critical infrastructure in Norway have been identified 
in the period after 2014 will be divided into three parts. In the first part, the main provid-
ers of threat assessments in Norway will be listed and their roles in this process described. 
The second part contains a detailed examination of what threats to critical infrastructure 
have been identified by these official institutions. Finally, in the third part, some examples 
are used to map the vulnerabilities in Norwegian society revealed by certain recent events. 

The Police Security Service (PST) is Norway’s domestic security service. The PST investi-
gates and prevents serious threats to national security and publishes annual threat assess-
ments where various threats to critical infrastructure are identified.4 

The Norwegian Intelligence Service (NIS) or E-tjenesten is Norway’s military foreign 
intelligence service. One of its tasks is to map how threats stemming from the interna-
tional environment can influence the situation of the country. Like the PST, the service 
publishes annual threat assessments that also examine questions of relevance for the pro-
tection of critical infrastructure in Norway.5 

Work on preventative national security is the main responsibility of the Norwegian 
National Security Authority (NSM).6 In its Risiko report, the NSM assesses various types 
of risks and threats that Norwegian society could face, including espionage, sabotage, acts 
of terror and other serious incidents (for more on the NSM’s role, see Arnøy, 2020). 

The Directorate for Civil Protection and Emergency Planning (DSB) which deals with 
risks and vulnerabilities in Norwegian society publishes its own threat and risk assess-
ments that focus on the risk of major incidents in Norway paying special attention to 
natural events, major accidents and deliberate acts that can also have a negative impact on 
national infrastructure. 

Since the concept of total defence plays an important part in Norwegian security policy 
(Endregard, 2019, 2020) and the Ministry of Defence is the main body responsible for 
national security, it is understandable that the MoD also provides some threat assessments 
(Ministry of Defence, 2016a).

What infrastructure related threats and vulnerabilities are identified in risk and threat 
assessments carried out by these institutions? To examine this question, we look at what 
could be termed as an “evolving pattern of threat perceptions” found in the set of official 
threat assessments published between 2014 and 2021.

The DSB has also, since 2011, published risk analyses and future scenarios focusing on 
risks associated with catastrophic events such as natural disasters, major accidents and 
intentional acts that could affect Norwegian society. The most recent available examination 

4All PST annual 
national threat 
assessments, includ-
ing their English 
versions, are avail-
able on the PST 
website at this 
address: https://pst.
no/al le-ar t ikler / ? 
F i l t e rByVa lu e s= 
2&PageNumber=1

5These annual NIS 
threat assessments, 
including their 
English transla-
tions, are avail-
able at https://
w w w. f o r s v a r e t . 
no/aktuelt-og-presse/
publikasjoner/fokus

6NSM annual 
threat assessments 
are available in 
Norwegian at 
h t t p s : / / n s m . n o /
regelverk-og-hjelp/
rapporter/. Numbers 
in parenthesis refer 
to the year of pub-
lication of the NSM 
assessment in which 
specific threats are 
mentioned. 
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Year Document Threats to critical infrastructure

2015 PST 2015 hostile operations in cyber space
2015 NIS Focus 2015 sabotage operations in cyber space against elements of 

critical infrastructure to influence their functioning 
2015 NIS Focus 2015 activities of hostile foreign intelligence services that 

seek access to sensitive information to use it against 
critical infrastructure in a conflict situation

2016 PST 2016 the malign activity of foreign intelligence services that 
seek access to information on critical infrastructure to 
sabotage it

2016 PST 2016 digital attacks on Norwegian infrastructure by foreign 
intelligence services

2016 NIS Focus 2016 mapping of the vulnerabilities of critical infrastructure 
in Norway by foreign intelligence services

2017 PST 2017 operations of Chinese and Russian intelligence services 
aimed at elements of critical infrastructure (most 
exposed – power generation and distribution sector and 
electronic communication services)

2019 NSM 2019 threats posed by operations of foreign intelligence 
services

2019 NSM 2019 network operations and other digital threats
2019 NSM 2019 insiders placed in key positions who can be recruited by 

foreign services
2019 NSM 2019 influence operations
2019 NSM 2019 mapping of infrastructure
2019 NSM 2019 jamming and other electronic operations
2019 NSM 2019 terrorism
2020 PST 2020 digital mapping and sabotage against critical 

infrastructure
2020 NIS Focus 2020 threats posed to critical infrastructure by more precise 

Russian missiles with longer range
2020 NIS Focus 2020 Chinese attempts to get access to national critical 

infrastructure through investments in digital 
infrastructure

2020 NIS Focus 2020 extended research cooperation with other states that 
can give them access to elements of infrastructure in 
Norway

2020 NIS Focus 2020 operations of Russian intelligence services in Norway 
aimed at getting insight into the establishment of new 
military infrastructure 

2020 NSM 2020 growing dependence of society on electronic 
communication and satellite services 

2020 NSM 2020 dependence on power generation and power 
infrastructure

2020 NSM 2020 increasing dependence on digital infrastructure and 
value chains which extends beyond the country’s 
borders

(continues)

Table 2. Official perceptions of 
threats related to critical infra-
structure (2014-2021)
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of possible risks and crises was published in 2020 and contains a detailed list of types of 
challenges that society could face which could also have a negative impact on critical 
infrastructure and vital societal functions (DSB, The Norwegian Directorate for Civil 
Protection, 2020b). These include the whole spectrum of natural and man-made crises 
stretching from problems caused by extreme weather and flooding, through health-related 
challenges, fires, seismic activity, various types of accidents and incidents, disruptions 
in value chains, political violence, including terrorism, aggression by foreign states and 
 various types of cyberattacks. 

As mentioned earlier, the Ministry of Defence has shared some ideas on the importance 
of critical infrastructure. Two recently published documents deserve closer scrutiny. In the 
2016 document on long-term goals and means in defence policy (Ministry of Defence, 
2016b), critical infrastructure is mentioned seven times. The document argues that that 
an attack on critical infrastructure could cripple the ability of the armed forces to operate 
and special attention is paid to threats posed by offensive cyber operations (p. 35). 

In 2020, a new long-term plan for the defence sector was launched (Ministry of Defence, 
2020). This document contains twelve mentions of the term ‘critical infrastructure’ and 
lists threats posed by actions of foreign intelligence services trying to map national critical 
infrastructure (p. 37), and digital attacks on national critical infrastructure (p. 37) as the 
most challenging ones. 

As the Norwegian state and society is also strongly involved in international economic 
cooperation, issues pertaining to protection of the national infrastructure are also 
addressed in the key documents on foreign policy. The country’s role as a major supplier of 
energy resources to Europe has also made Norway important in the international context. 

Year Document Threats to critical infrastructure

2020 NSM 2020 strategic acquisitions, investments, or influence 
operations

2021 PST 2021 mapping of Norwegian infrastructure by foreign 
intelligence services (Russian), including recruitment of 
Norwegian personnel to gain information on elements 
of critical infrastructure (power supply, traffic, water 
supply and sewage singled out as the most important 
sectors)

2021 PST 2021 threats to availability of critical infrastructure caused by 
foreign investments

2021 NIS Focus 2021 network operations aimed at Norwegian digital 
infrastructure

2021 NIS Focus 2021 threats to Western and Norwegian underwater 
installations

2021 NSM 2021 foreign ownership of elements of infrastructure can 
have negative impact on security

2021 NSM 2021 the exposure of national digital infrastructure to 
operations undertaken by state and non-state actors

2021 NSM 2021 exploitation by various actors of human and digital 
vulnerabilities that can have negative consequences for 
protection of infrastructure

Table 2. Continued
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Europe is the most important market for Norwegian energy and protection of Norwegian 
energy infrastructure is therefore important not only in the national but also the interna-
tional context. Although Norway is not a member of the EU, the country operates within 
the EU regulatory space when it comes to energy and protection of critical infrastructure 
(Ministry of Foreign Affairs, 2012a). 

Several detailed assessments of Norwegian foreign policy have been published over the 
past decade, but they deal with infrastructure related matters only marginally. The 2015 
White Paper on foreign policy focusing on new global security challenges (Ministry of 
Foreign Affairs, 2015) mentioned critical infrastructure only once, identifying the threat 
electronic and digital operations can pose to national infrastructure (p. 27). The White 
Paper published in 2017 (Ministry of Foreign Affairs, 2017) contained only one mention 
of the term ‘critical infrastructure’ and listed various types of threats emerging in the dig-
ital space as the main challenge (p. 21). 

Which of the possible threats and vulnerabilities identified in the documents examined 
above have turned out to be real in the Norwegian context? In relation to the historical 
dimension, Løsnegård (2013) provides a popular but interesting overview of the main 
natural and man-made accidents and catastrophes that Norwegian society has had to 
deal with. A more systematic and detailed overview of the actual adverse events from 
the various parts of the threat spectrum that have informed Norwegian thinking on 
protection of critical infrastructure is provided in the background sections of the study 
discussing risk factors, published in English by the DSB in 2020 (DSB, The Norwegian 
Directorate for Civil Protection, 2020b). Since the publication of this detailed report, 
Norway has experienced several tragic events that exposed some deficiencies and vul-
nerabilities. These included the terrorist attack conducted by a right wing extremist on 
a mosque in August 2019, the outbreak of the global pandemic in Spring 2020, the 
massive landslide that killed 10 people on the outskirts of Oslo in December 2020, 
several attacks on Norwegian digital infrastructure, including a massive cyberattack on 
the Parliament in 2020, and a mass killing in Kongsberg in October 2021 that took 
the lives of five people. This short list of events that only covers the past two years 
shows that protecting critical infrastructure and securing vital functions in Norwegian 
society still deserves and attracts a lot of public attention. The official perceptions of 
risks, threats and vulnerabilities and the actual adverse events have made policymakers 
realise how important the issue of protecting critical infrastructure in Norwegian soci-
ety is. The same adverse events and changes in the international environment have also 
informed the work on the creation of a national approach to the protection of critical 
infrastructure. 

Norwegian system of management and protection  
of critical infrastructure 

There have been several phases in the development of the current Norwegian approach to 
critical infrastructure. Already in the 1990s, the Defence Research Establishment (FFI) 
had launched its first BAS (Beskyttelse av Samfunnet or Protection of the Society) proj-
ect. The discussion culminated with the publication of an FFI research paper on how to 
understand the concept of critical infrastructure (Hagen and Fridheim 2005) and only 
one year later, the Ministry of Justice and Public Security published its seminal report on 
protection of critical infrastructure (Ministry of Justice and Public Security, 2006) that 
triggered national discussion on those issues and resulted in a new law on security being 
published in 2018. 
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Actors and responsibilities

The current system for protecting critical infrastructure in Norway came into being 
with the introduction of the new national Law on Security that came into force on 

1 January 2019 (Stortinget, 2018) and replaced the Law on Security from 1998. There 
were several reasons for revising the old Law on Security from 1998. 

The first reason was the growing tension in the international environment caused by 
Russian aggression against Ukraine in 2014 that affected directly relations between the 
West and Russia, Norway’s important neighbour in the east, and revealed Russia’s ability 
to operate along the whole scale of conflict escalation (see Jonsson and Seely, 2015). 

The second important reason was technological change, especially the much higher level 
of digitisation in Norwegian society that has made both the society and national critical 
infrastructure more exposed to digital and cyber threats and risks. This raised the aware-
ness of the fact that protection of critical infrastructure should be treated as a security issue 
because the ‘interconnected nature of digital systems makes the risk of collateral damage 
and unintended consequences a serious concern’ (Gjesvik, 2019, p. 11). This explains why 
the 2019 Law on Security addressed in detail questions related to information infrastruc-
ture (section 2.4, and chapters 5 and 6 of the Law on Security). 

Finally, faced with a more complex set of security challenges caused by changes in the 
international environment and technology, Norwegian decision makers realised that a 
more cross-sectoral, overarching and less compartmentalised approach to management 
and protection of critical infrastructure was needed.

The current system of management and protection of critical infrastructure in Norway 
can be described in the following manner. The Norwegian Parliament, Stortinget, after 
having consulted its decisions with various state bodies and expert milieus, provides polit-
ical guidelines for the policy on protection of critical infrastructure in Norway, taking 
Norwegian international commitments into consideration. The policy defined by the 
 parliament is implemented by the executive branch. 

The Ministry of Justice and Public Security has the overall responsibility for management 
of questions related to civil security, including protection of key objects and elements of 
infrastructure. The Ministry of Defence is in turn responsible for the security of its own 
infrastructure systems. 

This new law places the responsibility for protective security work in specific areas on 
respective sectoral ministries that must cooperate with other state institutions and other 
public and private actors who control elements of critical infrastructure. These ministries 
are supposed to identify and maintain an overview of fundamental national functions, 
identify and maintain an overview of undertakings of material importance to fundamen-
tal national functions and make decisions pursuant to section 1-3 first paragraph of the 
new law on security, which lists undertakings that handle classified information, control 
information, information systems, objects or infrastructure which are of vital importance 
to fundamental national functions, as well engage in activities which are of vital impor-
tance to fundamental national functions.

There are also two specialist institutions that deal more directly with questions pertain-
ing to protection of critical infrastructure. The Norwegian National Security Authority 
(NSM), placed structurally under the Ministry of Justice and Public Security and under 
the Ministry of Defence, is responsible for preventative national security and advises 
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and supervises the safeguarding of information, objects and infrastructure of national 
significance. The NSM also has a national responsibility to detect, alert and coordinate 
responses to serious ICT attacks. The NSM also has cross-sectoral responsibility for ensur-
ing that undertakings perform protective security work in accordance with the new law 
on security. This gives the NSM right to propose to a ministry that the ministry make a 
relevant decision on protective work, including protection of critical infrastructure, and 
submit the matter to the ministry which has overall responsibility for protective security 
work in the civilian sector or the ministry which has overall responsibility for protective 
security work in the defence sector for a final decision 

The Directorate for Civil Protection and Emergency Planning (DSB) that is placed 
directly under the Ministry of Justice and Public Security is responsible for maintaining 
an overview of risks and vulnerabilities in Norwegian society.

Protection of critical infrastructure is also delegated to two Norwegian intelligence organ-
isations, the Police Security Service (PST) responsible for domestic security and the 
Norwegian Intelligence Service (NIS) that is responsible for identifying threats stemming 
from abroad. The NIS cooperates on these issues with other NATO countries’ services 
and assists political decision-makers in dealing with issues of importance to national secu-
rity, including protection of critical infrastructure against malign actions originating from 
abroad. 

There are four fundamental and overarching principles for organising work on protection 
and management of critical infrastructure on a daily basis and in a crisis (Ministry of 
Justice and Public Security, 2016). These are: 

• Responsibility, which means that actors responsible for elements of critical infra-
structure in normal situation are responsible for the functioning of the same  elements 
of infrastructure in a crisis; 

• Similarity, which means that when dealing with a crisis, organisations should orga-
nise their work in the same manner as during non-crisis periods; 

• Proximity, which means that any crisis should be dealt with at the lowest possible level;

• Cooperation, which means that all authorities and actors responsible for elements 
of critical infrastructure important for securing various functions in society should 
coordinate their work both in normal times and during various types of crisis. 

An overview of sectoral responsibilities based on examination of one of the most recent 
state budget proposals is provided in Table 3, where responsibilities in some key sectors 
are shown in more detail. 

As the main objective of the policy is to secure the smooth functioning of Norwegian 
society by providing access to various vital or critical functions, this functional approach 
is also used when institutional responsibilities are assigned. In theory, one sectoral minis-
try is given the main responsibility for dealing with issues related to ‘its’ sector, but other 
state institutions and actors, including other ministries, are supposed to provide necessary 
support to make the actions most effective, in line with the principle of cooperation. 

However, in practice, there are still serious problems with inter-ministerial coordination of 
these policies, as exemplified by the Bergen engines case in which the Ministry of Trade was 
willing to sell this strategically important company handling some sensitive information 
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Critical functions 
and areas

Responsible 
ministry

Responsible supporting organisations Other responsible 
ministries

Electronic 
communication and 
services

Ministry of 
Transport

Norwegian Communications Authority 
(Nkom), Nødnett (DNK), Armed Forces, 
companies from the sector 

Ministry of Justice, Ministry 
of Defence

ICT security in civil 
sector

Ministry of 
Justice

Norwegian National Security Authority 
(NSM), Norwegian Center for Information 
Security (NorSIS), The Norwegian Data 
Protection Authority (Datatilsynet), 
Norwegian Communications Authority 
(Nkom), Directorate for Civil Protection 
and Emergency Planning (DSB), owners 
of critically important data systems, 
digital registers and archives, Norwegian 
Digitalisation Agency (Difi)

Ministry of Transport, 
Ministry of Local 
Government and 
Modernisation, Other 
ministries 

Satellite-based 
communication and 
navigation

Ministry of 
Transport

Norwegian Space Agency, The Norwegian 
Coastal Administration, Norwegian 
Communications Authority (Nkom), the 
Norwegian Mapping Authority

Ministry of Justice, Ministry 
of Trade, Industry and 
Fisheries, Ministry of 
Local Government and 
Modernisation

Power sector Ministry of 
Petroleum and 
Energy

The Norwegian Water Resources and Energy 
Directorate (NVE), the Norwegian Power 
Supply Agency (KBO), Statnett SF, Statkraft, 
district heating companies, power and grid 
companies, DSB, Meteorological Institute

Ministry of Justice, Ministry 
of Education and Research

Table 3. Norway 2020: Institutional 
responsibilities for securing various 
elements of infrastructure and critical 
functions in society (based on Ministry 
of Justice and Public Security, 2019, 
pp. 34–36). 

to Russian interests and the operation was stopped by the Ministry of Justice and Public 
Security only after the intervention of the Ministry of Foreign Affairs, which expressed 
deep concern over the impact the planned sale could have on national security and on the 
security of Norway’s allies who used the company’s expertise.7

Concluding remarks

This article examined what factors have been influencing the development of the existing 
system for protecting critical infrastructure in Norway. It also aimed to examine what ele-
ments of national infrastructure are defined today as critical and to learn more about what 
threats and risks this national infrastructure could be exposed to. Since we assumed that 
the evolving threat perceptions also played a crucial part in the evolution of the official 
approach to critical infrastructure in Norway, the article also looked at how the official 
threat perceptions evolved between 2014 and 2021. 

The last section examined the shape of the current national system for protecting critical 
infrastructure, with the new Law on Security as the legal basis for its functioning. This 
examination demonstrates that the making of the existing system has indeed been strongly 
influenced by all the above listed factors. The process of creating a Norwegian system for 
protecting critical infrastructure has been informed by the functional approach to critical 

7For more on this 
case see for instance 
h t t p s : / / w w w . 
reuters.com/article/
us-rolls-royce-hldg-
n o r w a y - r u s s i a -
idUSKBN2BF11U
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infrastructure. Such an approach implies that it is not primarily the protection of physical 
elements of critical infrastructure that is the main goal of the policy but rather the ques-
tion of how to secure the functioning of the society in a situation when some elements of 
infrastructure are at risk or disabled. 

When modern societies – and the Norwegian society is not an exception here – must 
deal with the consequences of adverse events affecting their ability to meet various needs 
of the population, the major challenge they face is the fact that these consequences cut 
across various areas of responsibility, which makes crisis management difficult. In addi-
tion, various functions in a modern society are so strongly intertwined that if a single 
important function is put out of action, problems can easily escalate and spill over to other 
areas (DSB, The Norwegian Directorate for Civil Protection, 2020b). For instance, one 
can imagine what impact a major and long-lasting failure of the national power genera-
tion and distribution system could have on Norwegian society if it was to happen in the 
middle of a harsh winter with no alternative sources of electricity to provide heating and 
access to health and other services. A major failure of the Norwegian system of transport 
of gas to the EU, which is a part of both national and international critical infrastructure, 
would on the other hand have relatively insignificant consequences for Norwegian society, 
but very serious consequences for gas consumers in the EU who depend on supplies of 
Norwegian gas to cover their energy needs. This last example is a good illustration of the 
transnational nature of challenges related to protection of critical infrastructure which is 
even more visible in Norway that is well integrated internationally and plays a major part 
as the major supplier of energy to the EU.

Norwegian policy on protection of critical infrastructure is therefore strongly influenced 
by decisions of other actors addressing the same questions. The country was a founding 
member of NATO in 1949 and its security depends on the ability and willingness of 
other NATO members to provide help. To be able to receive this help, Norway has had 
to develop adequate infrastructure. Norway’s affiliation with the EU through its mem-
bership in the EEA framework also played a part in the development of infrastructure 
and work on national infrastructure-related regulations. Some elements of Norwegian 
national infrastructure, especially energy infrastructure, and also maritime and transport 
infrastructure, are therefore of crucial importance not only to Norwegian citizens but 
also to countries that rely on supply of energy or other goods from Norway. These strong 
institutional ties with both NATO and the EU have therefore also had some impact on 
the evolution of the Norwegian system of management and protection of critical infra-
structure (see Ministry of Foreign Affairs, 2012b).

However, the evolution of this system has been driven mostly by domestic factors and 
considerations. The idea of providing access to vital functions to all inhabitants who could 
in that manner meet their various societal, economic, political and other needs, no matter 
where they live on the territory of the country, is one of the ideas guiding the development 
of the Nordic model of a welfare state. It should therefore not be very surprising to see that 
this idea has also been one of the main ideas guiding the work on the new system for pro-
tecting critical infrastructure that came into being with the introduction of the new Law 
on Security on 1 January 2019. This system is supposed to make Norway better prepared 
to cope with new emerging challenges stemming from the international environment, 
where actors like Russia or Chine seem to be interested in the undermining of the existing 
liberal international order by implementation of various active measures from almost the 
whole spectrum of conflict escalation. The emergence and proliferation of new technol-
ogies, especially the increasing level of digitisation, was also a factor forcing Norwegian 
decision makers to adopt a more comprehensive approach to the question of protection 
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of critical infrastructure, which is clearly reflected in the most recent official assessment 
of challenges faced by Norwegian society (Ministry of Justice and Public Security, 2020). 
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